Tetherdown Primary School

Data Protection Policies

This suite of policies includes:
Section 1: Data Protection Policy (including SAR Appendix)
Section 2: Data Breach Policy
Section 3: Data Retention Policy

Section 4: Information Security Policy

‘therdow

Section 4: Electronic Information and Communications Policy
Section 5: CCTV Policy

Section 6: Photography Policy

Section 7: Social Media Policy

Section 8: Cyber Security Policy

Section 9: Cookie Policy

Section 10: Privacy Notice for Pupils and Parents
Section 11: Privacy Notice for Staff

Section 12: Privacy Notice for Job Applicants

Section 13: Privacy Notice for Governors and Visitors
Section 14: Privacy Notice for Visitors and Contractors

Section 15: Privacy Notice for Alumni

Governor Responsibility: Resource Committee

Staff Responsibility: Michelle Moss

Review Period: Annual

Status: Statutory and Non-Statutory
Reviewed: Spring 2024

Next Review Date: Spring 2025

We will monitor the effectiveness of these policies and procedures and conduct a full review and
update as appropriate.

Our monitoring and review will include looking at how our policies and procedures are working in
practice to reduce the risks posed to the School.

All policies have been adopted from Judicium Education, who act on behalf of Tetherdown School
as the Designated Protection Officer.
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Data Protection Policy

Introduction

The UK General Data Protection Regulation (UK GDPR) ensures a balance between an
individual’s rights to privacy and the lawful processing of personal data undertaken by
organisations in the course of their business. It aims to protect the rights of individuals about
whom data is obtained, stored, processed or supplied and requires that organisations take
appropriate security measures against unauthorised access, alteration, disclosure or
destruction of personal data.

The School will protect and maintain a balance between data protection rights in accordance
with the UK GDPR. This policy sets out how we handle the personal data of our pupils, parents,
suppliers, employees, workers and other third parties.

This policy does not form part of any individual's terms and conditions of employment with the
School and is not intended to have contractual effect. Changes to data protection legislation
will be monitored and further amendments may be required to this policy in order to remain
compliant with legal obligations.

All members of staff are required to familiarise themselves with its content and comply with
the provisions contained in it. Breach of this policy will be treated as a disciplinary offence
which may result in disciplinary action under the School’s Disciplinary Policy and Procedure
up to and including summary dismissal depending on the seriousness of the breach.

Section 1 — Definitions

Personal data

Personal data is any information relating to an individual where the individual can be identified
(directly or indirectly) from that data alone or in combination with other identifiers we possess
or can reasonably access. This includes special category data and pseudonymised personal
data but excludes anonymous data or data that has had the identity of an individual
permanently removed.

Personal data can be factual (for example, a name, email address, location or date of birth) or
an opinion about that person’s actions or behaviour.

Personal data will be stored either electronically or as part of a structured manual filing system
in such a way that it can be retrieved automatically by reference to the individual or criteria
relating to that individual.

Special Category Data

Previously termed “Sensitive Personal Data”, Special Category Data is similar by definition
and refers to data concerning an individual Data Subject’s racial or ethnic origin, political or
religious beliefs, trade union membership, physical and mental health, sexuality, biometric or
genetic data and personal data relating to criminal offences and convictions.

Data Subject

An individual about whom such information is stored is known as the Data Subject. It includes
but is not limited to employees.

Data Controller

The organisation storing and controlling such information (i.e., the School) is referred to as the
Data Controller.
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Processing

Processing data involves any activity that involves the use of personal data. This includes but
is not limited to: obtaining, recording or holding data or carrying out any operation or set of
operations on that data such as organisation, amending, retrieving, using, disclosing, erasing
or destroying it. Processing also includes transmitting or transferring personal data to third
parties.

Automated Processing

Any form of automated processing of personal data consisting of the use of personal data to
evaluate certain personal aspects relating to an individual, in particular to analyse or predict
aspects concerning that individual’s performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements.

An example of automated processing includes profiling and automated decision making.
Automatic decision making is when a decision is made which is based solely on automated
processing (without human intervention) which produces legal effects or significantly affects
an individual. Automated decision making is prohibited except in exceptional circumstances.

Data Protection Impact Assessment (DPIA)

DPIAs are a tool used to identify risks in data processing activities with a view to reducing
them.

Criminal Records Information

This refers to personal information relating to criminal convictions and offences, allegations,
proceedings, and related security measures.

Section 2 —When can the School Process Personal Data?

Data Protection Principles

The School are responsible for and adhere to the principles relating to the processing of
personal data as set out in the UK GDPR. The principles the School must adhere to are set
out below.

Principle 1: Personal data must be processed lawfully, fairly and in a transparent
manner

The School only collect, process and share personal data fairly and lawfully and for specified
purposes. The School must have a specified purpose for processing personal data and special
category data as set out in the UK GDPR.

Before the processing starts for the first time, we will review the purposes of the particular
processing activity and select the most appropriate lawful basis for that processing. We will
then regularly review those purposes whilst processing continues in order to satisfy ourselves
that the processing is necessary for the purpose of the relevant lawful basis (i.e., that there is
no other reasonable way to achieve that purpose).

Personal Data

The School may only process a data subject’s personal data if one of the following fair
processing conditions are met:

¢ The data subject has given their consent;

e The processing is necessary for the performance of a contract with the data subject
or for taking steps at their request to enter into a contract;
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o To protect the data subject’s vital interests;
e To meet our legal compliance obligations (other than a contractual obligation);

e To perform a task in the public interest or in order to carry out official functions as
authorised by law;

e For the purposes of the School’s legitimate interests where authorised in
accordance with data protection legislation. This is provided that it would not
prejudice the rights and freedoms or legitimate interests of the data subject.

Special Category Data

The School may only process special category data if they are entitled to process personal
data (using one of the fair processing conditions above) AND one of the following conditions
are met:

e The data subject has given their explicit consent;

e The processing is necessary for the purposes of exercising or performing any right
or obligation which is conferred or imposed on the School in the field of employment
law, social security law or social protection law. This may include, but is not limited
to, dealing with sickness absence, dealing with disability and making adjustments
for the same, arranging private health care insurance and providing contractual sick

pay;
o To protect the data subject’s vital interests;
o To meet our legal compliance obligations (other than a contractual obligation);
o Where the data has been made public by the data subject;

e To perform a task in the substantial public interest or in order to carry out official
functions as authorised by law;

e Where it is necessary for the purposes of preventive or occupational medicine, for
the assessment of the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or the management of health or social
care systems and services;

e Where it is necessary for reasons of public interest in the area of public health;
e The processing is necessary for archiving, statistical or research purposes.

The School identifies and documents the legal grounds being relied upon for each processing
activity.

Consent

Where the School relies on consent as a fair condition for processing (as set out above), it will
adhere to the requirements set out in the UK GDPR.

Consent must be freely given, specific, informed and be an unambiguous indication of the data
subject’s wishes by which they signify agreement to the processing of personal data relating
to them. Explicit consent requires a very clear and specific statement to be relied upon (i.e.
more than just mere action is required).

A data subject will have consented to processing of their personal data if they indicate
agreement clearly either by a statement or positive action to the processing. Consent requires
affirmative action so silence, pre-ticked boxes or inactivity will not amount to valid consent.
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Data subjects must be easily able to withdraw consent to processing at any time and
withdrawal must be promptly honoured.

If explicit consent is required, the School will normally seek another legal basis to process that
data. However, if explicit consent is required, the data subject will be provided with full
information in order to provide explicit consent.

The School will keep records of consents obtained in order to demonstrate compliance with
consent requirements under the UK GDPR.

Principle 2: Personal data must be collected only for specified, explicit and legitimate
purposes

Personal data will not be processed in any matter that is incompatible with the legitimate
purposes.

The School will not use personal data for new, different or incompatible purposes from that
disclosed when it was first obtained unless we have informed the data subject of the new
purpose (and they have consented where necessary).

Principle 3: Personal data must be adequate, relevant and limited to what is necessary
in relation to the purposes for which it is processed

The School will only process personal data when our obligations and duties require us to. We
will not collect excessive data and ensure any personal data collected is adequate and
relevant for the intended purposes.

When personal data is no longer needed for specified purposes, the School shall delete or
anonymise the data. Please refer to the School’s Data Retention Policy for further guidance.

Principle 4: Personal data must be accurate and, where necessary, kept up to date

The School will endeavour to correct or delete any inaccurate data being processed by
checking the accuracy of the personal data at the point of collection and at regular intervals
afterwards. We will take all reasonable steps to destroy or amend inaccurate or out of date
personal data.

Data subjects also have an obligation to ensure that their data is accurate, complete, up to
date and relevant. Data subjects have the right to request rectification to incomplete or
inaccurate data held by the School.

Principle 5: Personal data must not be kept in a form which permits identification of
data subjects for longer than is necessary for the purposes for which the data is
processed

Legitimate purposes for which the data is being processed may include satisfying legal,
accounting or reporting requirements. The School will ensure that they adhere to legal
timeframes for retaining data.

We will take reasonable steps to destroy or erase from our systems all personal data that we
no longer require. We will also ensure that data subjects are informed of the period for which
data is stored and how that period is determined in our privacy notices.

Please refer to the School’s Retention Policy for further details about how the School retains
and removes data.

Principle 6: Personal data must be processed in a manner that ensures its security
using appropriate technical and organisational measures to protect against
unauthorised or unlawful processing and against accidental loss, destruction or
damage
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In order to assure the protection of all data being processed, the School will develop,
implement and maintain reasonable safeguard and security measures. This includes using
measures such as:

e  Encryption;

e Pseudonymisation (this is where the School replaces information that directly or
indirectly identifies an individual with one or more artificial identifiers or pseudonyms
so that the person to whom the data relates cannot be identified without the use of
additional information which is meant to be kept separately and secure);

e Ensuring authorised access on both hard copy and electronic files (i.e. that only
people who have a need to know the personal data are authorised to access it);

e Adhering to confidentiality principles;

e Ensuring personal data is accurate and suitable for the process for which it is
processed.

The School follow procedures and technologies to ensure security and will regularly evaluate
and test the effectiveness of those safeguards to ensure security in processing personal data.

The School will only transfer personal data to third party service providers who agree to comply
with the required policies and procedures and agree to put adequate measures in place.

Full details on the School’s security measures are set out in the School’s Information Security
Policy.

Sharing Personal Data

The School will generally not share personal data with third parties unless certain safeguards
and contractual arrangements have been put in place. The following points will be considered:

e Whether the third party has a need to know the information for the purposes of
providing the contracted services;

¢ Whether sharing the personal data complies with the privacy notice that has been
provided to the data subject and, if required, the data subject’'s consent has been
obtained;

¢ Whether the third party has agreed to comply with the required data security standards,
policies and procedures and implemented adequate security measures;

o Whether the transfer complies with any applicable cross border transfer restrictions;
and

¢ Whether a fully executed written contract that contains UK GDPR approved third party
clauses has been obtained.

There may be circumstances where the School is required either by law or in the best interests
of our pupils, parents or staff to pass information onto external authorities for example, the
Local Authority, Ofsted or the department of health. These authorities are up to date with data
protection law and have their own policies relating to the protection of any data that they
receive or collect.

The intention to share data relating to individuals to an organisation outside of the School shall
be clearly defined within written notifications including details and the basis for sharing the
data.

Transfer of Data Outside the European Economic Area (EEA)

The UK GDPR restricts data transfers to countries outside the EEA in order to ensure that the
level of data protection afforded to individuals by the UK GDPR is not undermined.
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The School will not transfer data to another country outside of the EEA without appropriate
safeguards being in place and in compliance with the UK GDPR. All staff must comply with
the School’s guidelines on transferring data outside of the EEA. For the avoidance of doubt, a
transfer of data to another country can occur when you transmit, send, view or access that
data in that particular country.

Transfer of Data Outside the UK

The School may transfer personal information outside the UK and/or to international
organisations on the basis that the country, territory or organisation is designated as having
an adequate level of protection. Alternatively, the organisation receiving the information has
provided adequate safeguards by way of binding corporate rules, Standard Contractual
Clauses or compliance with an approved code of conduct.

Section 3 — Data Subject’s Rights and Requests

Personal data must be made available to data subjects as set out within this policy and data
subjects must be allowed to exercise certain rights in relation to their personal data.

The rights data subjects have in relation to how the School handle their personal data are set
out below:

(@) (Where consent is relied upon as a condition of processing) To withdraw consent to
processing at any time;

(b) Receive certain information about the School’s processing activities;

(c) Request access to their personal data that we hold (see “Subject Access Requests”
at Appendix 1);

(d) Prevent our use of their personal data for marketing purposes;

(e) Ask usto erase personal data if it is no longer necessary in relation to the purposes
for which it was collected or processed or to rectify inaccurate data or to complete
incomplete data;

(f) Restrict processing in specific circumstances;

(g) Challenge processing which has been justified on the basis of our legitimate
interests or in the public interest;

(h) Request a copy of an agreement under which personal data is transferred outside
of the EEA;

(i) Object to decisions based solely on automated processing;

() Prevent processing that is likely to cause damage or distress to the data subject or
anyone else;

(k) Be notified of a personal data breach which is likely to result in high risk to their
rights and freedoms;

() Make a complaint to the supervisory authority; and

(m) In limited circumstances, receive or ask for their personal data to be transferred to
a third party in a structured, commonly used and machine readable format.

If any request is made to exercise the rights above, it is a requirement for the relevant staff
member within the School to verify the identity of the individual making the request.
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Direct Marketing

The School are subject to certain rules and privacy laws when marketing. For example, a data
subject’s prior consent will be required for electronic direct marketing (for example, by email,
text or automated calls).

The School will explicitly offer individuals the opportunity to object to direct marketing and will
do so in an intelligible format which is clear for the individual to understand. The School will
promptly respond to any individual objection to direct marketing.

Employee Obligations

Employees may have access to the personal data of other members of staff, suppliers, parents
or pupils of the School in the course of their employment or engagement. If so, the School
expects those employees to help meet the School’'s data protection obligations to those
individuals. Specifically, you must:

e Only access the personal data that you have authority to access, and only for
authorised purposes;

e Only allow others to access personal data if they have appropriate authorisation;

e Keep personal data secure (for example, by complying with rules on access to
school premises, computer access, password protection and secure file storage and
destruction Please refer to the School’s Information Security Policy for further
details about our security processes);

e Not remove personal data or devices containing personal data from the School
premises unless appropriate security measures are in place (such as
pseudonymisation, encryption, password protection) to secure the information;

o Not store personal information on local drives.

Section 4 - Accountability

The School will ensure compliance with data protection principles by implementing appropriate
technical and organisational measures. We are responsible for and demonstrate
accountability with the UK GDPR principles.

The School have taken the following steps to ensure and document UK GDPR compliance:
Data Protection Officer (DPO)
Please find below details of the School’s Data Protection Officer:

Data Protection Officer: Judicium Consulting Limited
Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Telephone: 0203 326 9174

Lead Contact: Craig Stilwell

The DPO is responsible for overseeing this Data Protection Policy and developing data-related
policies and guidelines.

Please contact the DPO with any questions about the operation of this Data Protection Policy
or the UK GDPR or if you have any concerns that this policy is not being or has not been
followed. In particular, you must always contact the DPO in the following circumstances:

(a) If you are unsure of the lawful basis being relied on by the School to process
personal data;
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(b) If you need to rely on consent as a fair reason for processing (please see below the
section on consent for further detail);

(c) If you need to draft privacy notices or fair processing notices;

(d) If you are unsure about the retention periods for the personal data being processed
who would refer you to the School’s Data Retention Policy in the first instance;

(e) If you are unsure about what security measures need to be put in place to protect
personal data;

(f) If there has been a personal data breach and who would refer you to the School’s
Data Breach Policy;

(g) If you are unsure on what basis to transfer personal data outside the EEA;
(h) If you need any assistance dealing with any rights invoked by a data subject;

(i) Whenever you are engaging in a significant new (or a change in) processing activity
which is likely to require a data protection impact assessment or if you plan to use
personal data for purposes other than what it was collected for;

() Ifyou plan to undertake any activities involving automated processing or automated
decision making;

(k) If you need help complying with applicable law when carrying out direct marketing
activities;

() If you need help with any contracts or other areas in relation to sharing personal
data with third parties.

Personal Data Breaches

The UK GDPR requires the School to notify any applicable personal data breach to the
Information Commissioner’s Office (ICO).

We have put in place procedures to deal with any suspected personal data breach and will
notify data subjects or any applicable regulator where we are legally required to do so.

If you know or suspect that a personal data breach has occurred, do not attempt to investigate
the matter yourself. Immediately contact the person designated as the key point of contact for
personal data breaches (who is the School Business Manager) or your DPO.

Transparency and Privacy Notices

The School will provide detailed, specific information to data subjects. This information will be
provided through the School’s privacy notices are concise, transparent, intelligible, easily
accessible and in clear and plain language so that a data subject can easily understand them.
The School’s privacy notices are tailored to suit the data subject and set out information about
how the School use their data.

Whenever we collect personal data directly from data subjects, including for human resources
or employment purposes, we will provide the data subject with all the information required by
the UK GDPR. This includes the identity of the Data Protection Officer, the School’s contact
details, how and why we will use, process, disclose, protect and retain personal data. This
information will be provided within our privacy notices.

When personal data is collected indirectly (for example, from a third party or a publicly
available source), where appropriate, we will provide the data subject with the above
information as soon as possible after receiving the data. The School will also confirm whether
that third party has collected and processed data in accordance with the UK GDPR.
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Notifications shall be in accordance with ICO guidance and where relevant, be written in a
form understandable by those defined as “children” under the UK GDPR.

Privacy by Design

The School adopt a privacy by design approach to data protection to ensure that we adhere
to data compliance and to implement technical and organisational measures in an effective
manner.

Privacy by design is an approach that promotes privacy and data protection compliance from
the start. To help us achieve this, the School takes into account the nature and purposes of
the processing, any cost of implementation and any risks to rights and freedoms of data
subjects when implementing data processes.

Data Protection Impact Assessments (DPIAS)

In order to achieve a privacy by design approach, the School conduct DPIAs for any new
technologies or programmes being used by the School which could affect the processing of
personal data. In any event, the School carries out DPIAs when required by the UK GDPR in
the following circumstances:

e For the use of new technologies (programs, systems or processes) or changing
technologies;

e  For the use of automated processing;

o For large scale processing of special category data; and

e For large scale, systematic monitoring of a publicly accessible area (through the
use of CCTV).

Our DPIAs contain:

o A description of the processing, its purposes and any legitimate interests used,;

e An assessment of the necessity and proportionality of the processing in relation to
its purpose;

e An assessment of the risk to individuals; and

e The risk mitigation measures in place and demonstration of compliance.

Record Keeping

The School are required to keep full and accurate records of our data processing activities.
These records include:

o The name and contact details of the School;
¢ The name and contact details of the Data Protection Officer;
e Descriptions of the types of personal data used;
e Description of the data subjects;
o Details of the School’s processing activities and purposes;
e Details of any third party recipients of the personal data;
e Where personal data is stored;
e Retention periods; and
e  Security measures in place.
Training

The School will ensure all relevant personnel have undergone adequate training to enable
them to comply with data privacy laws.
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Audit

The School, through its Data Protection Officer regularly test our data systems and processes
in order to assess compliance. These are done through data audits which take place regularly
in order to review use of personal data.

Related Policies
Staff should refer to the following policies that are related to this Data Protection Policy:

Data breach Policy

Data retention Policy

Information Security Policy

Freedom of Information Policy and Publication Scheme
Privacy Notice for Pupil and Parents

Privacy Notice for Staff

Privacy Notice for Governors and Volunteers

CCTV Policy

Photography Policy

These policies are also designed to protect personal data and can be found on:

e For Staff and the public - The School’'s website under Policies and within this suite of
Policies.
e For Staff — Within staff policies section of Office 365

Monitoring

We will monitor the effectiveness of this and all of our policies and procedures and conduct a
full review and update as appropriate.

Our monitoring and review will include looking at how our policies and procedures are working
in practice to reduce the risks posed to the School.
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Appendix 1 — Subject Access Requests

Under Data Protection Law, data subjects have a general right to find out whether the School
hold or process personal data about them, to access that data, and to be given supplementary
information. This is known as the right of access or the right to make a data subject access
request (SAR). The purpose of the right is to enable the individual to be aware of and verify
the lawfulness of the processing of personal data that the School are undertaking.

This appendix provides guidance for staff members on how data subject access requests
should be handled and for all individuals on how to make a SAR.

Failure to comply with the right of access under UK GDPR puts both staff and the School at
potentially significant risk and so the School takes compliance with this policy very seriously.

A data subject has the right to be informed by the School of the following: -

(a) Confirmation that their data is being processed,;

(b) Access to their personal data;

(c) A description of the information that is being processed,;

(d) The purpose for which the information is being processed,;

(e) The recipients/class of recipients to whom that information is or may be disclosed;

(f) Details of the School’s sources of information obtained,;

(9) In relation to any personal data processed for the purposes of evaluating matters in
relation to the data subject that has constituted or is likely to constitute the sole basis
for any decision significantly affecting him or her, to be informed of the logic of the Data
Controller’s decision making. Such data may include, but is not limited to, performance
at work, creditworthiness, reliability and conduct; and

(h) Other supplementary information.

How to Recognise a Subject Access Request

A data subject access request is a request from an individual (or from someone acting with
the authority of an individual, e.g., a solicitor or a parent making a request in relation to
information relating to their child):

o for confirmation as to whether the School process personal data about him or her and,
if so

e for access to that personal data

e and/or certain other supplementary information

A valid SAR can be both in writing (by letter, email, WhatsApp text) or verbally (e.g., during a
telephone conversation). The request may refer to the UK GDPR and/or to ‘data protection’
and/or to ‘personal data’ but does not need to do so in order to be a valid request. For example,
a letter which states ‘please provide me with a copy of information that the School hold about
me’ would constitute a data subject access request and should be treated as such.

A data subject is generally only entitled to access their own personal data and not information
relating to other people.

How to Make a Data Subject Access Request

Whilst there is no requirement to do so, we encourage any individuals who wish to make such
a request to make the request in writing, detailing exactly the personal data being requested.
This allows the School to easily recognise that you wish to make a data subject access request
and the nature of your request. If the request is unclear/vague we may be required to clarify
the scope of the request which may in turn delay the start of the time period for dealing with
the request.
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What to do When You Receive a Data Subject Access Request

All data subject access requests should be immediately directed to the School Business
Manager who should contact Judicium as DPO in order to assist with the request and what is
required. There are limited timescales within which the School must respond to a request and
any delay could result in failing to meet those timescales, which could lead to enforcement
action by the Information Commissioner’s Office (ICO) and/or legal action by the affected
individual.

Acknowledging the Request

When receiving a SAR the School shall acknowledge the request as soon as possible and
inform the requester about the statutory deadline (of one calendar month) to respond to the
request.

In addition to acknowledging the request, the School may ask for:

- proof of ID (if needed);

- further clarification about the requested information;

- if it is not clear where the information shall be sent, the School must clarify what
address/email address to use when sending the requested information; and/or

- consent (if requesting third party data).

The School should work with their DPO in order to create the acknowledgment.
Verifying the Identity of a Requester or Requesting Clarification of the Request

Before responding to a SAR, the School will take reasonable steps to verify the identity of the
person making the request. In the case of current employees, this will usually be
straightforward. The School is entitled to request additional information from a requester in
order to verify whether the requester is in fact who they say they are. Where the School has
reasonable doubts as to the identity of the individual making the request, evidence of identity
may be established by production of a passport, driving license, a recent utility bill with current
address, birth/marriage certificate, credit card or a mortgage statement.

If an individual is requesting a large amount of data the School may ask the requester for more
information for the purpose of clarifying the request, but the requester shall never be asked
why the request has been made. The School shall let the requestor know as soon as possible
where more information is needed before responding to the request.

In both cases, the period of responding begins when the additional information has been
received. If the School do not receive this information, they will be unable to comply with the
request.

Requests Made by Third Parties or on Behalf of Children

The school need to be satisfied that the third party making the request is entitled to act on
behalf of the individual, but it is the third party’s responsibility to provide evidence of this
entitlement. This might be a written authority to make the request or it might be a more general
power of attorney. The School may also require proof of identity in certain circumstances.

If the School is in any doubt or has any concerns as to providing the personal data of the data
subject to the third party, then it should provide the information requested directly to the data
subject. It is then a matter for the data subject to decide whether to share this information with
any third party.

When requests are made on behalf of children, it is important to note that even if a child is too
young to understand the implications of subject access rights, it is still the right of the child,
rather than of anyone else such as a parent or guardian, to have access to the child’s personal
data. Before responding to a SAR for information held about a child, the School should
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consider whether the child is mature enough to understand their rights. If the school is
confident that the child can understand their rights, then the School should usually respond
directly to the child or seek their consent before releasing their information.

It shall be assessed if the child is able to understand (in broad terms) what it means to make
a subject access request and how to interpret the information they receive as a result of doing
so. When considering borderline cases, it should be taken into account, among other things:

the child’s level of maturity and their ability to make decisions like this;

the nature of the personal data;

any court orders relating to parental access or responsibility that may apply;

any duty of confidence owed to the child or young person;

any consequences of allowing those with parental responsibility access to the child’s

or young person’s information. This is particularly important if there have been

allegations of abuse or ill treatment;

e any detriment to the child or young person if individuals with parental responsibility
cannot access this information; and

e any views the child or young person has on whether their parents should have access

to information about them.

Generally, a person aged 12 years or over is presumed to be of sufficient age and maturity to
be able to exercise their right of access, unless the contrary is shown. In relation to a child 12
years of age or older, then provided that the School is confident that they understand their
rights and there is no reason to believe that the child does not have the capacity to make a
request on their own behalf, the School will require the written authorisation of the child before
responding to the requester or provide the personal data directly to the child.

The School may also refuse to provide information to parents if there are consequences of
allowing access to the child’s information — for example, if it is likely to cause detriment to the
child.

Fee For Responding to a SAR

The School will usually deal with a SAR free of charge. Where a request is considered to be
manifestly unfounded or excessive a fee to cover administrative costs may be requested. If a
request is considered to be manifestly unfounded or unreasonable the School will inform the
requester why this is considered to be the case and that the School will charge a fee for
complying with the request.

A fee may also be requested in relation to repeat requests for copies of the same information.
In these circumstances a reasonable fee will be charged taking into account the administrative
costs of providing the information.

If a fee is requested, the period of responding begins when the fee has been received.
Time Period for Responding to a SAR

The School has one calendar month to respond to a SAR. This will run from the day that the
request was received or from the day when any additional identification or other information
requested is received, or payment of any required fee has been received.

The circumstances where the School is in any reasonable doubt as to the identity of the
requester, this period will not commence unless and until sufficient information has been
provided by the requester as to their identity and in the case of a third party requester, the
written authorisation of the data subject has been received.

The period for response may be extended by a further two calendar months in relation to
complex requests. What constitutes a complex request will depend on the particular nature of

Page 15 of 100



the request. The DPO must always be consulted in determining whether a request is
sufficiently complex as to extend the response period.

Where a request is considered to be sufficiently complex as to require an extension of the
period for response, the School will need to notify the requester within one calendar month of
receiving the request, together with reasons as to why this extension is considered necessary.

School Closure Periods

The school may not be able to respond to requests received during or just before school
closure periods within the one calendar month response period. This is because the School
will be closed/no one will be on site to comply with the request and we do not review emails
during this period. As a result, it is unlikely that your request will be able to be dealt with during
this time. We may not be able to acknowledge your request during this time (i.e., until a time
when we receive the request). However, if we can acknowledge the request, we may still not
be able to deal with it until the School re-opens. The School will endeavour to comply with
requests as soon as possible and will keep in communication with you as far as possible. If
your request is urgent, please provide your request during term times and not during/close to
closure periods.

Information to be Provided in Response to a Request

The individual is entitled to receive access to the personal data we process about him or her
and the following information:

¢ the purpose for which we process the data;
¢ the recipients or categories of recipient to whom the personal data has been or will be
disclosed, in particular where those recipients are in third countries or international
organisations;
¢ where possible, the period for which it is envisaged the personal data will be stored,
or, if not possible, the criteria used to determine that period;
e the fact that the individual has the right:
o torequest that the Company rectifies, erases or restricts the processing of his
personal data; or
o to object to its processing;
to lodge a complaint with the ICO;
o where the personal data has not been collected from the individual, any
information available regarding the source of the data;
o any automated decision we have taken about him or her together with
meaningful information about the logic involved, as well as the significance and
the envisaged consequences of such processing for him or her.

o

The information should be provided in a way that is concise, transparent, easy to understand
and easy to access using clear and plain language, with any technical terms, abbreviations or
codes explained. The response shall be given in writing if the SAR was made in writing in a
commonly used electronic format.

The information that the School are required to supply in response to a SAR must be supplied
by reference to the data in question at the time the request was received. However, as the
School have one month in which to respond the School is allowed to take into account any
amendment or deletion made to the personal data between the time the request is received
and the time the personal data is supplied if such amendment or deletion would have been
made regardless of the receipt of the SAR.

Therefore, the School is allowed to carry out regular housekeeping activities even if this means
deleting or amending personal data after the receipt of a SAR. The School is not allowed to
amend or delete data to avoid supplying the data.
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How to Locate Information

The personal data the School need to provide in response to a data subject access request
may be located in several of the electronic and manual filing systems. This is why it is important
to identify at the outset the type of information requested so that the search can be focused.

Depending on the type of information requested, the School may need to search all or some
of the following:

e electronic systems, e.g., databases, networked and non-networked computers,
servers, customer records, human resources system, email data, back up data, CCTV;

e manual filing systems in which personal data is accessible according to specific

criteria, e.g., chronologically ordered sets of manual records containing personal data;

data systems held externally by our data processors;

occupational health records;

pensions data;

share scheme information;

insurance benefit information.

The School should search these systems using the individual's name, employee number or
other personal identifier as a search determinant.

Protection of Third Parties - Exemptions to the Right of Subject Access

There are circumstances where information can be withheld pursuant to a SAR. These specific
exemptions and requests should be considered on a case by case basis.

The School will consider whether it is possible to redact information so that this does not
identify those third parties. If their data cannot be redacted (for example, after redaction it is
still obvious who the data relates to) then the School do not have to disclose personal data to
the extent that doing so would involve disclosing information relating to another individual
(including information identifying the other individual as the source of information) who can be
identified from the information unless:

¢ the other individual has consented to the disclosure; or
e it is reasonable to comply with the request without that individual’s consent.

In determining whether it is reasonable to disclose the information without the individual’s
consent, all of the relevant circumstances will be taken into account, including:

the type of information that they would disclose;

any duty of confidentiality they owe to the other individual;
any steps taken to seek consent from the other individual;
whether the other individual is capable of giving consent; and
any express refusal of consent by the other individual.

It needs to be decided whether it is appropriate to disclose the information in each case. This
decision will involve balancing the data subject’s right of access against the other individual’s
rights. If the other person consents to the school disclosing the information about them, then
it would be unreasonable not to do so. However, if there is no such consent, the school must
decide whether to disclose the information anyway. If there are any concerns in this regard
then the DPO should be consulted.

Other Exemptions to the Right of Subject Access

In certain circumstances the School may be exempt from providing some or all of the personal
data requested. These exemptions are described below and should only be applied on a case-
by-case basis after a careful consideration of all the facts.
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Crime detection and prevention: The School do not have to disclose any personal data being
processed for the purposes of preventing or detecting crime; apprehending or prosecuting
offenders; or assessing or collecting any tax or duty.

Confidential references: The School do not have to disclose any confidential references given
to third parties for the purpose of actual or prospective:

e education, training or employment of the individual,
e appointment of the individual to any office; or
e provision by the individual of any service

This exemption does not apply to confidential references that the School receive from third
parties. However, in this situation, granting access to the reference may disclose the personal
data of another individual (i.e., the person giving the reference), which means that the School
must consider the rules regarding disclosure of third-party data set out above before disclosing
the reference.

Legal professional privilege: The School do not have to disclose any personal data which is
subject to legal professional privilege.

Management forecasting: The School do not have to disclose any personal data processed
for the purposes of management forecasting or management planning to assist us in the
conduct of any business or any other activity.

Negotiations: The School do not have to disclose any personal data consisting of records of
intentions in relation to any negotiations with the individual where doing so would be likely to
prejudice those negotiations.

Refusing to Respond to a Request

The school can refuse to comply with a request if the request is manifestly unfounded or
excessive, taking into account whether the request is repetitive in nature.

If a request is found to be manifestly unfounded or excessive the school can:

e request a "reasonable fee" to deal with the request; or
o refuse to deal with the request.

In either case the school need to justify the decision and inform the requestor about the
decision.

The reasonable fee should be based on the administrative costs of complying with the request.
If deciding to charge a fee the school should contact the individual promptly and inform them.
The school do not need to comply with the request until the fee has been received.

Record Keeping

A record of all subject access requests shall be kept by the School Business Manager. The
record shall include the date the SAR was received, the name of the requester, what data the
School sent to the requester and the date of the response.

Page 18 of 100



Appendix 2 — Subject Access Request Form

The Data Protection Act 2018 provides you, the data subject, with a right to receive a copy of
the data/information we hold about you or to authorise someone to act on your behalf. Please
complete this form if you wish to make a request for your data. Your request will normally be
processed within one calendar month upon receipt of a fully completed form and proof of
identity.

Proof of Identity

We require proof of your identity before we can disclose personal data. Proof of your identity
should include a copy of a document such as your birth certificate, passport, driving licence,
official letter addressed to you at your address e.g., bank statement, recent utilities bill or
council tax bill. The document should include your name, date of birth and current address. If
you have changed your name, please supply relevant documents evidencing the change.

Section 1

Please fill in the details of the data subject (i.e., the person whose data you are requesting). If
you are not the data subject and you are applying on behalf of someone else, please fill in the
details of the data subject below and not your own.

Title

Surname/Family

Name
First Name(s)/
Forename

Date of Birth

Address

Post Code

Phone Number

Email address

| am enclosing the following copies as proof of identity (please tick the relevant box):

Birth certificate

Driving licence

Passport

An official letter to my address

[ I I A B
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Personal Information

If you only want to know what information is held in specific records, please indicate in the
box below. Please tell us if you know in which capacity the information is being held,
together with any names or dates you may have. If you do not know exact dates, please
give the year(s) that you think may be relevant.

Details:

Employment records:

If you are, or have been employed by the School and are seeking personal information in
relation to your employment please provide details of your staff number, unit, team, dates
of employment etc.

Details:

Section 2

Please complete this section of the form with your details if you are acting on behalf of
someone else (i.e., the data subject).

If you are NOT the data subject, but an agent appointed on their behalf, you will need to
provide evidence of your identity as well as that of the data subject and proof of your right to
act on their behalf.

Title

Surname/ Family
Name

First
Name(s)/Forenames
Date of Birth

Address

Post Code

Phone Number
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I am enclosing the following copies as proof of identity (please tick the relevant box):

Birth certificate

Driving licence

Passport

An official letter to my address

[0 R B

What is your relationship to the data subject? (e.g., parent, carer, legal representative)

| am enclosing the following copy as proof of legal authorisation to act on behalf of the data
subject:

[ Letter of authority
[1 Lasting or Enduring Power of Attorney
[1 Evidence of parental responsibility
[l Other (give details):
Section 3

Please describe as detailed as possible what data you request access to (e.g., time period,
categories of data, information relating to a specific case, paper records, electronic records).
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| wish to:

Receive the information by post*

Receive the information by email

Collect the information in person

View a copy of the information only

Go through the information with a member of staff

0 B A B

*Please be aware that if you wish us to post the information to you, we will take every care
to ensure that it is addressed correctly. However, we cannot be held liable if the information
is lost in the post or incorrectly delivered or opened by someone else in your household.
Loss or incorrect delivery may cause you embarrassment or harm if the information is
'sensitive’.

Please send your completed form and proof of identity by email to:
businessmanager@tetherdownschool.org
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Data Breach Policy

Introduction

The UK General Data Protection Regulation (UK GDPR) aims to protect the rights of
individuals about whom data is obtained, stored, processed or supplied and requires that
organisations take appropriate security measures against unauthorised access, alteration,
disclosure or destruction of personal data.

The UK GDPR places obligations on staff to report actual or suspected data breaches and
our procedure for dealing with breaches is set out below. All members of staff are required to
familiarise themselves with its content and comply with the provisions contained in it.
Training will be provided to all staff to enable them to carry out their obligations within this

policy.

Data Processors will be provided with a copy of this policy and will be required to notify the
School of any data breach without undue delay after becoming aware of the data breach.
Failure to do so may result in a breach to the terms of the processing agreement.

Breach of this policy will be treated as a disciplinary offence which may result in disciplinary
action under the School’s Disciplinary Policy and Procedure up to and including summary
dismissal depending on the seriousness of the breach.

This policy does not form part of any individual’s terms and conditions of employment with
the School and is not intended to have contractual effect. Changes to data protection
legislation will be monitored and further amendments may be required to this policy in order
to remain compliant with legal obligations.

Definitions

Personal Data - Personal data is any information relating to an individual where the
individual can be identified (directly or indirectly) from that data alone or in combination with
other identifiers we possess or can reasonably access. This includes special category data
and pseudonymised personal data but excludes anonymous data or data that has had the
identity of an individual permanently removed.

Personal data can be factual (for example, a name, email address, location or date of birth)
or an opinion about that person’s actions or behaviour.

Personal data will be stored either electronically or as part of a structured manual filing
system in such a way that it can be retrieved automatically by reference to the individual or
criteria relating to that individual.

Special Category Data - Previously termed “Sensitive Personal Data”, Special Category
Data is similar by definition and refers to data concerning an individual’s racial or ethnic
origin, political or religious beliefs, trade union membership, physical and mental health,
sexuality, biometric or genetic data and personal data relating to criminal offences and
convictions.

Personal Data Breach - A personal data breach is a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access to
personal data or special category data transmitted, stored or otherwise processed.

Data Subject - Person to whom the personal data relates.

ICO — The ICO is the Information Commissioner’s Office, the UK’s independent regulator for
data protection and information.
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Responsibility

The School Business Manager has overall responsibility for breach notification within the
School. They are responsible for ensuring breach notification processes are adhered to by
all staff and are the designated point of contact for personal data breaches.

In the absence of School Business Manager, please contact the Headteacher.

The Data Protection Officer (DPO) is responsible for overseeing this policy and developing
data-related policies and guidelines.

Please contact the DPO with any questions about the operation of this policy or the UK
GDPR or if you have any concerns that this policy is not being or has not been followed.

The DPO’s contact details are set out below:

Data Protection Officer: Judicium Consulting Limited
Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Telephone: 0203 326 9174

Lead Contact: Craig Stilwell

Security and Data Related Policies

Staff should refer to the following policies that are related to this Data Breach Policy:
e Security Policy which sets out the School’s guidelines and processes on keeping
personal data secure against loss and misuse.
e Data Protection Policy which sets out the School’'s obligations under UK GDPR about
how they process personal data.
o Cyber Security Policy which sets out the School’s obligations and guidelines for
cyber security issues.

These policies are also designed to protect personal data and can be found on the School’s
website, with the School’s Policy database in teams (for staff only) and within this suite of
policies.

Data Breach Procedure
What is a personal data breach?

A personal data breach is a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data or
special category data transmitted, stored or otherwise processed.

Examples of a data breach could include the following (but are not exhaustive):

e Loss or theft of data or equipment on which data is stored for example, loss of a
laptop or a paper file (this includes accidental loss);

Inappropriate access controls allowing unauthorised use;

Equipment failure;

Human error (for example, sending an email or SMS to the wrong recipient);
Unforeseen circumstances such as a fire or flood;

Hacking, phishing and other “blagging” attacks where information is obtained by
deceiving whoever holds it.

When does it need to be reported?
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The School must notify the ICO of a data breach where it is likely to result in a risk to the
rights and freedoms of individuals. This means that the breach needs to be more than just
losing personal data and if unaddressed, the breach is likely to have a significant detrimental
effect on individuals.

Examples of where the breach may have a significant effect includes:

Potential or actual discrimination;

Potential or actual financial loss;

Potential or actual loss of confidentiality;

Risk to physical safety or reputation;

Exposure to identity theft (for example, through the release of non-public identifiers
such as passport details); and

o The exposure of the private aspect of a person’s life becoming known by others.

If the breach is likely to result in a high risk to the rights and freedoms of individuals, then the
individuals must also be notified directly.

Reporting a Data Breach

If you know or suspect a personal data breach has occurred or may occur which meets the
criteria above, you should:

o Complete a data breach report form (which can be obtained from the appendix in this
policy);
¢ Email the completed form to the School Business Manager.

Where appropriate, you should liaise with your line manager about completion of the data
report form. Breach reporting is encouraged throughout the School and staff are expected to
seek advice if they are unsure as to whether the breach should be reported and/or could
result in a risk to the rights and freedom of individuals. They can seek advice from their line
manager, the school business manager or the DPO.

Once reported, you should not take any further action in relation to the breach. In particular
you must not notify any affected individuals or regulators or investigate further. The School
Business Manager will acknowledge receipt of the data breach report form and take
appropriate steps to deal with the report in collaboration with the DPO.

Managing and Recording the Breach

On being notified of a suspected personal data breach, the School Business Manager will
notify the DPO. Collectively they will take immediate steps to establish whether a personal
data breach has in fact occurred. If so, they will take steps to:

e Where possible, contain the data breach;

e As far as possible, recover, rectify or delete the data that has been lost, damaged or
disclosed;

Assess and record the breach in the School’'s data breach register;

Notify the ICO where required;

Notify data subjects affected by the breach if required;

Notify other appropriate parties to the breach; and

Take steps to prevent future breaches.

Notifying the ICO

The Designated Protection Officer (DPO) will notify the ICO when a personal data breach
has occurred which is likely to result in a risk to the rights and freedoms of individuals.
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This will be done without undue delay and where possible, within 72 hours of becoming
aware of the breach. The 72 hours deadline is applicable regardless of school holidays (i.e.,
it is not 72 working hours). If the School are unsure of whether to report a breach, the
assumption will be to report it.

Where the notification is not made within 72 hours of becoming aware of the breach, written
reasons will be recorded as to why there was a delay in referring the matter to the 1CO.

Notifying Data Subjects

Where the data breach is likely to result in a high risk to the rights and freedoms of data
subjects, the School Business Manager will notify the affected individuals without undue
delay including the name and contact details of the DPO and the ICO, the likely
consequences of the data breach and the measures the School have (or intended) to take to
address the breach.

When determining whether it is necessary to notify individuals directly of the breach, the
School Business Manager will co-operate with and seek guidance from the DPO, the ICO
and any other relevant authorities (such as the police).

If it would involve disproportionate effort to notify the data subjects directly (for example, by
not having contact details of the affected individual) then the School will consider alternative
means to make those affected aware (for example, by making a statement on the School
website).

Notifying Other Authorities

The School will need to consider whether other parties need to be notified of the breach. For
example:

Insurers;

Parents;

Third parties (for example, when they are also affected by the breach);
Local authority;

The police (for example, if the breach involved theft of equipment or data).

This list is non-exhaustive.
Assessing the Breach

Once initial reporting procedures have been carried out, the School will carry out all
necessary investigations into the breach.

The School will identify how the breach occurred and take immediate steps to stop or
minimise further loss, destruction or unauthorised disclosure of personal data. We will
identify ways to recover, correct or delete data (for example, notifying our insurers or the
police if the breach involves stolen hardware or data).

Having dealt with containing the breach, the School will consider the risks associated with
the breach. These factors will help determine whether further steps need to be taken (for
example notifying the ICO and/or data subjects as set out above). These factors include:

What type of data is involved and how sensitive it is;

The volume of data affected,;

Who is affected by the breach (i.e., the categories and number of people involved);
The likely consequences of the breach on affected data subjects following containment
and whether further issues are likely to materialise;

e Are there any protections in place to secure the data (for example, encryption,
password protection, pseudonymisation);
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What has happened to the data;

What could the data tell a third party about the data subject;

What are the likely consequences of the personal data breach on the school; and
Any other wider consequences which may be applicable.

Preventing Future Breaches

Once the data breach has been dealt with, the School will consider its security processes
with the aim of preventing further breaches. In order to do this, we will:

o Establish what security measures were in place when the breach occurred,;
Assess whether technical or organisational measures can be implemented to prevent
the breach happening again;

o Consider whether there is adequate staff awareness of security issues and look to fill
any gaps through training or tailored advice;

e Consider whether it is necessary to conduct a privacy or data protection impact
assessment;

o Consider whether further audits or data protection steps need to be taken;

e To update the data breach register;

e To debrief governors/management following the investigation.

Reporting Data Protection Concerns

Prevention is always better than dealing with data protection as an after-thought. Data
security concerns may arise at any time and we would encourage you to report any
concerns (even if they do not meet the criteria of a data breach) that you may have to the
School Business Manager or the DPO. This can help capture risks as they emerge, protect
the School from data breaches and keep our processes up to date and effective.

Training

The School will ensure that staff are trained and aware on the need to report data breaches
to ensure that they know to detect a data breach and the procedures of reporting them. This
policy will be shared with staff.

Monitoring

We will monitor the effectiveness of this and all of our policies and procedures and conduct a
full review and update as appropriate.

Our monitoring and review will include looking at how our policies and procedures are working
in practice to reduce the risks posed to the School.

FOR STAFF ONLY - Acknowledgment of Reading the Policy

I can confirm that | have read this policy and understand its contents.

Name: Signature: Date:
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Data Retention Policy

Introduction
The School has a responsibility to maintain its records and record keeping systems. When
doing this, the School will take account of the following factors:

The most efficient and effective way of storing records and information;
The confidential nature of the records and information stored;

The security of the record systems used,;

Privacy and disclosure; and

Accessibility of records and record keeping systems.

This policy does not form part of any employee's contract of employment and is not intended
to have contractual effect. It does, however, reflect the School's current practice, the
requirements of current legislation and best practice and guidance. It may be amended by the
School from time to time and any changes will be notified to employees within one month of
the date on which the change is intended to take effect. The School may also vary any parts
of this procedure, including any time limits, as appropriate in any case.

Data Protection

This policy sets out how long employment-related and pupil data will normally be held by the
School and when that information will be confidentially destroyed in compliance with the terms
of the UK General Data Protection Regulation (UK GDPR) and the Freedom of Information
Act 2000.

Data will be stored and processed to allow for the efficient operation of the School. The
School’s Data Protection Policy outlines its duties and obligations under the UK GDPR.

Retention Schedule

Information (hard copy and electronic) will be retained for at least the period specified in the
attached retention schedule. When managing records, the School will adhere to the standard
retention times listed within that schedule.

The retention schedule refers to all records regardless of the media (e.g., paper, electronic,
microfilm, photographic etc) infon which they are stored. All records will be regularly monitored
by conducting regular internal reviews.

Destruction of Records

The schedule is a relatively lengthy document listing the many types of records used by the
School and the applicable retention periods for each record type. The retention periods are
based on business needs and legal requirements.

Where records have been identified for destruction, they should be disposed of in an
appropriate way. All information must be reviewed before destruction to determine whether
there are special factors that mean destruction should be delayed, such as potential litigation,
complaints or grievances.

All paper records containing personal information or sensitive policy information should be
shredded before disposal where possible. All other paper records should be disposed of by
an appropriate wastepaper merchant. All electronic information will be deleted.

The School maintains a database of records which have been destroyed and who authorised
their destruction. When destroying documents, the appropriate staff member should record in
this list the following:
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File reference (or other unique identifier);
File title/description;

Number of files;

Name of the authorising officer;

Date destroyed or deleted from system; and
Person(s) who undertook destruction.

Retention of Safequarding Records

Any allegations made that are found to be malicious must not be part of the personnel records.

For any other allegations made, the School must keep a comprehensive summary of the
allegation made, details of how the investigation was looked into and resolved and any
decisions reached. This should be kept on the personnel files of the accused.

Any allegations made of sexual abuse should be preserved by the School for the term of an
inquiry by the Independent Inquiry into Child Sexual Abuse. All other records (for example, the
personnel file of the accused) should be retained until the accused has reached normal
pension age or for a period of 10 years from the date of the allegation if that is longer. Guidance
from the Independent Inquiry Child Sexual Abuse states that prolonged retention of personal
data at the request of an Inquiry would not contravene data protection regulation provided the
information is restricted to that necessary to fulfil potential legal duties that a School may have
in relation to an Inquiry.

Whilst the Independent Inquiry into Child Sexual Abuse is ongoing, it is an offence to destroy
any records relating to it. At the conclusion of the Inquiry, it is likely that an indication regarding
the appropriate retention periods of the records will be made.

Archiving

Where records have been identified as being worthy of preservation over the longer term,
arrangements should be made to transfer the records to the archives. A database of the
records sent to the archives is maintained by the School Business Manager. The appropriate
staff member, when archiving documents should record in this list the following information:

File reference (or other unique identifier);
File title/description;

Number of files; and

Name of the authorising officer.

Transferring Information to Other Media

Where lengthy retention periods have been allocated to records, members of staff may wish
to consider converting paper records to other media such as digital media or virtual storage
centres (such as cloud storage). The lifespan of the media and the ability to migrate data
where necessary should always be considered.

Transferring Information to Another School

We retain the pupil’s educational record whilst the child remains at the School. Once a pupil
leaves the School, the file should be sent to their next school. The responsibility for retention
then shifts onto the next school. We retain the file for a year following transfer in case any
issues arise as a result of the transfer.

We may delay destruction for a further period where there are special factors such as potential
litigation.
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Responsibility and Monitoring

The School Business Manager has primary and day-to-day responsibility for implementing this
policy. The Data Protection Officer, in conjunction with the School is responsible for monitoring
its use and effectiveness and dealing with any queries on its interpretation. The Data
Protection Officer will consider the suitability and adequacy of this policy and report
improvements directly to management.

Internal control systems and procedures will be subject to regular audits to provide assurance
that they are effective in creating, maintaining and removing records.

Management at all levels are responsible for ensuring those reporting to them are made aware
of and understand this policy and are given adequate and regular training on it.

Emails

Emails accounts are not a case management tool in itself. Generally, emails may need to fall
under different retention periods (for example, an email regarding a health and safety report
will be subject to a different time frame to an email which forms part of a pupil record). It is
important to note that the retention period will depend on the content of the email and it is
important that staff file those emails in the relevant areas to avoid the data becoming lost.

Pupil Records

All schools with the exception of independent schools, are under a duty to maintain a pupil
record for each pupil. Early Years will have their own separate record keeping requirements.
If a child changes schools, the responsibility for maintaining the pupil record moves to the next
school. We retain the file for a year following transfer in case any issues arise as a result of
the transfer.

Retention Schedule

FILE DESCRIPTION RETENTION PERIOD

Employment Records

Job applications and interview records of Six months after notifying unsuccessful
unsuccessful candidates candidates, unless the school has
applicants’ consent to keep their CVs for
future reference. In this case, application
forms will give applicants the opportunity to
object to their details being retained

Job applications and interview records of 6 years after employment ceases
successful candidates
Written particulars of employment, contracts | 6 years after employment ceases
of employment and changes to terms and

conditions

Right to work documentation including 6 years after employment ceases

identification documents

Immigration checks Two years after the termination of
employment

DBS checks and disclosures of criminal As soon as practicable after the check has

records forms been completed and the outcome recorded

(i.e. whether it is satisfactory or not) unless
in exceptional circumstances (for example
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to allow for consideration and resolution of
any disputes or complaints) in which case,
for no longer than 6 months

Change of personal details notifications

No longer than 6 months after receiving this
notification

Emergency contact details

Destroyed on termination

Personnel records

While employment continues and up to six
years after employment ceases (Limitation
Act 1980)

Annual leave records

Six years after the end of tax year they
relate to or possibly longer if leave can be
carried over from year to year

Consents for the processing of personal and
sensitive data

For as long as the data is being processed
and up to 6 years afterwards

Working Time Regulations:

o Opt out forms
¢ Records of compliance with WTR

e Two years from the date on which
they were entered into
e Two years after the relevant period

Disciplinary records

6 years after employment ceases

Training

6 years after employment ceases or length
of time required by the professional body

Staff training where it relates to
safeguarding or other child related training

Date of the training plus 40 years (This
retention period reflects that the IICSA may
wish to see training records as part of an
investigation)

Annual appraisal/assessment records

Current year plus 6 years

Professional Development Plans

6 years from the life of the plan

Allegations of a child protection nature
against a member of staff including where
the allegation is founded

10 years from the date of the allegation or
the person’s normal retirement age
(whichever is longer). This should be kept
under review.

Malicious allegations should be removed.

Financial and Payroll Records

Pension records

12 years

Retirement benefits schemes — notifiable
events (for example, relating to incapacity)

6 years from the end of the scheme year in
which the event took place

Payroll and wage records

6 years after end of tax year they relate to
(Taxes Management Act 1970; Income and
Corporation Taxes 1988)

Maternity/Adoption/Paternity Leave records

3 years after end of tax year they relate to

Statutory Sick Pay

3 years after the end of the tax year they
relate to

Current bank details

Until updated plus 3 years
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Bonus Sheets

Current year plus 3 years

Time sheets/clock cards/flexitime

Current year plus 3 years

Pupil Premium Fund records

Date pupil leaves the provision plus 6 years

National Insurance (schedule of payments)

Current year plus 6 years (Taxes
Management Act 1970; Income and
Corporation Taxes 1988)

Insurance Current year plus 6 years (Taxes
Management Act 1970; Income and
Corporation Taxes 1988)

Overtime Current year plus 3 years (Taxes

Management Act 1970; Income and
Corporation Taxes 1988)

Annual accounts

Current year plus 6 years

Loans and grants managed by the School

Date of last payment on the loan plus 12
years

All records relating to the creation and
management of budgets

Life of the budget plus 3 years

Invoices, receipts, order books and
requisitions, delivery notices

Current financial year plus 6 years

Student Grant applications

Current year plus 3 years

Pupil Premium Fund records

Date pupil leaves the school plus 6 years

School fund documentation (including but
not limited to invoices, cheque books,
receipts, bank statements etc).

Current year plus 6 years

Free school meals registers (where the
register is used as a basis for funding)

Current year plus 6 years

School meal registers and summary sheets

Current year plus 3 years

Agreements and Administration Paperwork

Collective workforce agreements and past
agreements that could affect present
employees

Permanently

Trade union agreements

10 years after ceasing to be effective

School Development Plans

3 years from the life of the plan

Visitors Book and Signing In Sheets

6 years

Newsletters and circulars to staff, parents
and pupils

1 year (and the School may decide to
archive one copy)

Minutes of Senior Management Team
meetings

Date of the meeting plus 3 years or as
required

Reports created by the Head Teacher or
the Senior Management Team.

Date of the report plus a minimum of 3
years or as required

Records relating to the creation and
publication of the school prospectus

Current academic year plus 3 years
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Health and Safety Records

Health and Safety consultations

Permanently

Health and Safety Risk Assessments

Life of the risk assessment plus 3 years

Health and Safety Policy Statements

Life of policy plus 3 years

Any records relating to any reportable
death, injury, disease or dangerous
occurrence

Date of incident plus 3 years provided that
all records relating to the incident are held
on personnel file

Accident reporting records relating to
individuals who are under 18 years of age
at the time of the incident

Until the child reaches the age of 21.

Accident reporting records relating to
individuals who are over 18 years of age at
the time of the incident

Accident book should be retained 3 years
after last entry in the book. (Social Security
(Claims and Payments) Regulations 1979;
Social Security Administration Act 1992;
Limitation Act 1980)

Fire precaution log books

Current year plus 3 years

Medical records and details of: -

e control of lead at work

e employees exposed to asbestos
dust

e records specified by the Control of
Substances Hazardous to Health
Regulations (COSHH)

40 years from the date of the last entry
made in the record (Control of Substances
Hazardous to Health Regulations (COSHH);
Control of Asbestos at Work Regulations)

Records of tests and examinations of
control systems and protection equipment
under COSHH

5 years from the date on which the record
was made

Temporary and Casual Workers

Records relating to hours worked and
payments made to workers

3 years

Governing Body Documents

Instruments of government

For the life of the School

Meetings schedule

Current year

Minutes — principal set (signed)

Generally kept for the life of the
organisation

Agendas — principal copy

Where possible the agenda should be
stored with the principal set of the minutes

Agendas — additional copies

Date of meeting
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Policy documents created and administered
by the governing body

Until replaced — it is recommended to keep
the old version until the updated version is
due to review.

Register of attendance at full governing
board meetings

Date of last meeting in the book plus 6
years

Annual reports required by the Department
of Education

Date of report plus 10 years

Records relating to complaints made to and
investigated by the governing body or head
teacher

Major complaints: current year plus 6 years.
If negligence involved: current year plus 15
years.

If child protection or safeguarding issues
are involved then: current year plus 40
years.

Correspondence sent and received by the
governing body or head teacher

General correspondence should be
retained for current year plus 3 years

Records relating to the terms of office of
serving governors, including evidence of
appointment

Date appointment ceases plus 6 years

Register of business interests

Date appointment ceases plus 6 years

Records relating to the training required
and received by governors

Date appointment ceases plus 6 years

Records relating to the appointment of a
clerk to the governing body

Date on which clerk appointment ceases
plus 6 years

Governor personnel files

Date appointment ceases plus 6 years

Pupil Records

Details of whether admission is
successful/lunsuccessful

1 year from the date of admission/non-
admission

Proof of address supplied by parents as
part of the admissions process

Current year plus 1 year

Admissions register

Entries to be preserved for three years from
date of entry

Pupil Record

Primary — Whilst the child attends the
School

Attendance Registers

3 years from the date of entry

Correspondence relating to any absence
(authorised or unauthorised)

Current academic year plus 2 years
(Education Act 1996)

Special Educational Needs files, reviews
and Education, Health and Care Plan,
including advice and information provided
to parents regarding educational needs and
accessibility strategy

Date of birth of the pupil plus 31 years
(Education, Health and Care Plan is valid
until the individual reaches the age of 25
years — the retention period adds an
additional 6 years from the end of the plan).
(Children and Family’s Act 2014; Special
Educational Needs and Disability Act 2001)

Child protection information (to be held in a
separate file).

DOB of the child plus 25 years then review
Note: These records will be subject to any
instruction given by IICSA

Exam results (pupil copy)

1-3 years from the date the results are
released
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Examination results (school’s copy)

Current year plus 6 years

Allegations of sexual abuse

For the time period of an inquiry by the
Independent Inquiry into Child Sexual
Abuse

Records relating to any allegation of a child
protection nature against a member of staff

Until the accused normal retirement age or
10 years from the date of the allegation
(whichever is the longer)

Consents relating to school activities as
part of UK GDPR compliance (for example,
consent to be sent circulars or mailings)

Consent will last whilst the pupil attends the
school

Pupil’s work

Where possible, returned to pupil at the end
of the academic year (provided the School
have their own internal policy to this effect).
Otherwise, the work should be retained for
the current year plus 1 year

Mark books

Current year plus 1 year

Schemes of work

Current year plus 1 year

Timetable

Current year plus 1 year

Class record books

Current year plus 1 year

Record of homework set

Current year plus 1 year

Photographs of pupils

For the time the child is at the School and
for a short while after.

Please note select images may also be
kept for longer (for example to illustrate
history of the school)

Parental consent forms for school trips
where there has been no major incident

End of the trip or end of the academic year
(subject to a risk assessment carried out by
the School)

Parental permission slips for school trips
where there has been a major incident

Date of birth of the pupil involved in the
incident plus 25 years. Permission slips for
all the pupils on the trip should be retained
to demonstrate the rules had been followed
for all pupils

Other Records

Emails

2 Years from receipt of the email

CCTV

Not longer than one calendar month

Privacy notices

Until replaced plus 6 years

Inventories of furniture and equipment

Current year plus 6 years

All records relating to the maintenance of
the School carried out by contractors or
employees of the school

Whilst the building belongs to the school
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Records relating to the letting of school
premises

Current financial year plus 6 years

Records relating to the creation and
management of Parent Teacher
Associations and/or Old Pupils Associations

Current year plus 6 years then review

Referral forms

While the referral is current

Contact data sheets

Current year then review, if contact is no
longer active then destroy
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Information Security Policy

Introduction

The UK General Data Protection Regulation (UK GDPR) aims to protect the rights of
individuals about whom data is obtained, stored, processed or supplied and requires that
organisations take appropriate security measures against unauthorised access, alteration,
disclosure or destruction of personal data.

The School is dedicated to ensure the security of all information that it holds and implements
the highest standards of information security in order to achieve this. This document sets out
the measures taken by the School to achieve this, including to:

e To protect against potential breaches of confidentiality;

e To ensure that all information assets and IT facilities are protected against damage,
loss or misuse;

e To support our Data Protection Policy in ensuring all staff are aware of and comply
with UK law and our own procedures applying to the processing of data; and

e To increase awareness and understanding at the School of the requirements of
information security and the responsibility of staff to protect the confidentiality and
integrity of the information that they handle.

Introduction

Information Security can be defined as the protection of information and information systems
from unauthorised access, use, disclosure, disruption, modification or destruction.

Staff are referred to the School’s Data Protection Policy, Data Breach Policy and Electronic
Information and Communication Systems Policy for further information. These policies are

also designed to protect personal data and can be found at on the School’s website, within
this suite of policies and on Teams.

For the avoidance of doubt, the term ‘mobile devices’ used in this policy refers to any
removable media or mobile device that can store data. This includes, but is not limited to
laptops, tablets, digital cameras, memory sticks and smartphones.

Scope

The information covered by this policy includes all written, spoken and electronic information
held, used or transmitted by or on behalf of the School, in whatever media. This includes
information held on computer systems, paper records, hand-held devices, and information
transmitted orally.

This policy applies to all members of staff including temporary workers, other contractors,
volunteers, interns, governors and any and all third parties authorised to use the IT systems.

All members of staff are required to familiarise themselves with its content and to comply with
the provisions contained within it. Breach of this policy will be treated as a disciplinary offence
which may result in disciplinary action under the School’s Disciplinary Policy and Procedure
up to and including summary dismissal depending on the seriousness of the breach.

This policy does not form part of any individual’s terms and conditions of employment with the
School and is not intended to have contractual effect. Changes to data protection legislation
will be monitored and further amendments may be required to this policy in order to remain
compliant with legal obligations.

General Principles

All data stored on our IT Systems are to be classified appropriately (including, but not limited
to personal data, sensitive personal data and confidential information. Further details on the
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categories of data can be found in the School's Data Protection Policy and Record of
Processing Activities). All data so classified must be handled appropriately in accordance with
its classification.

Staff should discuss with the Deputy Headteacher the appropriate security arrangements for
the type of information they access in the course of their work.

All data stored within our IT Systems and our paper records shall be available only to members
of staff with legitimate need for access and shall be protected against unauthorised access
and/or processing and against loss and/or corruption.

All'IT Systems are to be installed, maintained, serviced, repaired and upgraded by the Deputy
Headteacher or by such third party/parties as the Deputy Headteacher may authorise.

The responsibility for the security and integrity of all IT Systems and the data stored thereon
(including but not limited to the security, integrity and confidentiality of that data) lies with the
Deputy Headteacher unless expressly stated otherwise.

All staff have an obligation to report actual and potential data protection compliance failures
to the Deputy Headteacher who shall investigate the breach. Any breach which is either known
or suspected to involve personal data or sensitive personal data shall be reported to the Data
Protection Officer (full details of the officer can be found in our Data Protection Policy).

Physical Security and Procedures

Paper records and documents containing personal information, sensitive personal information
and confidential information shall be positioned in a way to avoid them being viewed by people
passing by as far as possible, e.g. through windows. At the end of the working day or when
you leave your desk unoccupied, all paper documents shall be securely locked away to avoid
unauthorised access.

Available storage rooms, locked cabinets, and other storage systems with locks shall be used
to store paper records when not in use. If you do not feel you have appropriate and/or sufficient
storage available to you, you must inform the School Business Manager as soon as possible.

Paper documents containing confidential personal information should not be left on office and
classroom desks, on staffroom tables, or pinned to noticeboards where there is general access
unless there is legal reason to do so and/or relevant consents have been obtained. You should
take particular care if documents have to be taken out of school.

The physical security of buildings and storage systems shall be reviewed on a regular basis.
If you find the security to be insufficient, you must inform the Site Manager as soon as possible.
Increased risks of vandalism and or burglary shall be taken into account when assessing the
level of security required.

The following measures are taken by the School to ensure physical security of the building
and storage systems:

e The School carry out regular checks of the buildings and storage systems to ensure
they are maintained to a high standard.

e The School has an intercom system to minimise the risk of unauthorised people from
entering the school premises.

e The School close the school gates during certain hours to prevent unauthorised
access to the building. An alarm system is set nightly.

e CCTV Cameras are in use at the School and monitored by the Site Manager.

e Visitors are required to sign in at the reception, accompanied at all times by a
member of staff and never be left alone in areas where they could have access to
confidential information.
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Computers and IT

The Deputy Headteacher shall be responsible for the following:

a) ensuring that all IT Systems are assessed and deemed suitable for compliance with
the School’s security requirements;

b) ensuring that IT Security standards within the School are effectively implemented and
regularly reviewed, working in consultation with the School’s management and
reporting the outcome of such reviews to the School’'s management;

¢) ensuring that all members of staff are kept aware of this policy and of all related
legislation, regulations and other relevant rules whether now or in the future in force,
including but not limited to the UK GDPR and the Computer Misuse Act 1990.

Furthermore, the Deputy Headteacher shall be responsible for the following:

a) assisting all members of staff in understanding and complying with this policy;

b) providing all members of staff with appropriate support and training in IT Security
matters and use of IT Systems;

¢) ensuring that all members of staff are granted levels of access to IT Systems that are
appropriate for each member, taking into account their job role, responsibilities and
any special security requirements;

d) receiving and handling all reports relating to IT Security matters and taking
appropriate action in response [including, in the event that any reports relate to
personal data, informing the Data Protection Officer];

e) taking proactive action, where possible, to establish and implement IT security
procedures and to raise awareness among members of staff;

f) monitoring all IT security within the School and taking all necessary action to
implement this policy and any changes made to this policy in the future; and

g) ensuring that regular backups are taken of all data stored within the IT Systems at
regular intervals and that such backups are stored at a suitable location offsite.

Responsibilities — Members of Staff

All members of staff must comply with all relevant parts of this policy at all times when using
the IT Systems.

Computers and other electronic devices should be locked when not in use to minimise the
accidental loss or disclosure.

You must immediately inform the Deputy Headteacher of any and all security concerns relating
to the IT Systems which could or has led to a data breach as set out in the Data Breach Policy.

Any other technical problems (including but not limited to, hardware failures and software
errors) which may occur on the IT Systems shall be reported to the School’s designated IT
provider immediately.

You are not permitted to install any software of your own without the approval of the Deputy
Headteacher. Any software belonging to you must be approved by the Deputy Headteacher
and may only be installed where that installation poses no security risk to the IT Systems and
where the installation would not breach any licence agreements to which that software may
be subject.

Prior to installation of any software onto the IT Systems, you must obtain written permission
by the Deputy Headteacher. This permission must clearly state which software you may install
and onto which computer(s) or device(s) it may be installed.

Prior to any usage of physical media (e.g., USB memory sticks or disks of any kind) for
transferring files, you must make sure to have the physical media virus scanned. Approval
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from the Deputy Headteacher must be obtained prior to transferring of files using cloud storage
systems.

If you detect any virus this must be reported immediately to the Deputy Headteacher (this rule
shall apply even where the anti-virus software automatically fixes the problem).

Access Security

All members of staff are responsible for the security of the equipment allocated to or used by
them and must not allow it to be used by anyone other than in accordance with this policy.

The School has a secure firewall and anti-virus software in place. These prevent individuals
from unauthorised access and to protect the School's network. The School also teach
individuals about e-safety to ensure everyone is aware of how to protect the School’s network
and themselves.

All IT Systems (in particular mobile devices) shall be protected with a secure password or
passcode, or such other form of secure log-in system as approved by the IT Department.
Biometric log-in methods can only be used if approved by the IT Department.

All passwords must, where the software, computer, or device allows:

a) be at least 6 characters long including both numbers and letters;

b) be changed every term;

c) cannot be the same as the previous 10 passwords you have used;

d) not be obvious or easily guessed (e.g., birthdays or other memorable dates,
memorable names, events, or places etc.)

Passwords must be kept confidential and must not be made available to anyone else unless
authorised by a member of the Senior Leadership Group who will liaise with the School’s IT
provider as appropriate and necessary. Any member of staff who discloses his or her
password to another employee in the absence of express authorisation will be liable to
disciplinary action under the School’s Disciplinary Policy and Procedure. Any member of staff
who logs on to a computer using another member of staffs password will be liable to
disciplinary action up to and including summary dismissal for gross misconduct.

If you forget your password you should notify the Communications Officer to have your access
to the IT Systems restored. You must set up a new password immediately upon the restoration
of access to the IT Systems.

You should not write down passwords if it is possible to remember them. If necessary, you
may write down passwords provided that you store them securely (e.g., in a locked drawer or
in a secure password database). Passwords should never be left on display for others to see.

Computers and other electronical devices with displays and user input devices (e.g., mouse,
keyboard, touchscreen etc.) shall be protected with a screen lock that will activate after a
period of inactivity. You may not change this time period or disable the lock.

All mobile devices provided by the School shall be set to lock, sleep or similar after a period
of inactivity, requiring a password, passcode, or other form of log-in to unlock, wake or similar.
You may not alter this time period.

Staff should be aware that if they fail to log off and leave their terminals unattended they may
be held responsible for another user’s activities on their terminal in breach of this policy, the
School’s Data Protection Policy and/or the requirement for confidentiality in respect of certain
information.
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Data Security

Personal data sent over the School network will be encrypted or otherwise secured.

All members of staff are prohibited from downloading, installing or running software from
external sources without obtaining prior authorisation from the Deputy Headteacher who will
consider bona fide requests for work purposes. Please note that this includes instant
messaging programs, screen savers, photos, video clips, games, music files and opening any
documents or communications from unknown origins. Where consent is given, all files and
data should always be virus checked before they are downloaded onto the School’s systems.

You may connect your own devices (including, but not limited to, laptops, tablets, and
smartphones) to the School's Wi-Fi provided that you follow the School’s requirements and
instructions governing this use. All usage of your own device(s) whilst connected to the
School’s network or any other part of the IT Systems is subject to all relevant School Policies
(including, but not limited to, this policy). The Senior Leadership Team may at any time request
the immediate disconnection of any such devices without notice.

Electronic Storage of Data

All portable data and in particular personal data should be stored on encrypted drives using
methods recommended by the Deputy Headteacher.

All data stored electronically on physical media and in particular personal data, should be
stored securely in a locked box, drawer, cabinet or similar.

You should not store any personal data on any mobile device, whether such device belongs
to the School or otherwise without prior written approval of the Deputy Headteacher. You
should delete data copied onto any of these devices as soon as possible and make sure it is
stored on the School’'s computer network in order for it to be backed up.

All electronic data must be securely backed up by the end of the each working day and is done
remotely via the School’s Microsoft Cloud based system.

Homeworking

You should not take confidential or other information home without prior permission of a
member of the Senior Leadership Team and only do so where satisfied appropriate technical
and practical measures are in place within your home to maintain the continued security and
confidentiality of that information.

When you have been given permission to take confidential or other information home, you
must ensure that:

a) the information is kept in a secure and locked environment where it cannot be
accessed by family members or visitors; and

b) all confidential material that requires disposal is shredded or in the case of electronical
material, securely destroyed as soon as any need for its retention has passed.

Communications, Transfers, Internet and Email Use

When using the School’s IT Systems you are subject to and must comply with the School’s
Electronic Information and Communication Systems Policy.

The School work to ensure the systems do protect pupils and staff and are reviewed and
improved regularly.

If staff or pupils discover unsuitable sites or any material which would be unsuitable, this
should be reported to the Deputy Headteacher and the School’s IT provider.
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Regular checks are made to ensure that filtering methods are appropriate, effective and
reasonable and that users access only appropriate material as far as possible. This is not
always possible to guarantee and the School cannot accept liability for the material accessed
or its consequence.

All personal information and in particular sensitive personal information and confidential
information should be encrypted before being sent by email or sent by tracked DX (document
exchange) or recorded delivery. You may not send such information by fax unless you can be
sure that it will not be inappropriately intercepted at the recipient fax machine.

Postal, DX, fax and email addresses and numbers should be checked and verified before you
send information to them. In particular you should take extra care with email addresses where
auto-complete features may have inserted incorrect addresses.

You should be careful about maintaining confidentiality when speaking in public places.

You should make sure to mark confidential information ‘confidential’ and circulate this
information only to those who need to know the information in the course of their work for the
School.

Personal or confidential information should not be removed from the School without prior
permission from a member of the Senior Leadership Team except where the removal is
temporary and necessary. When such permission is given you must take all reasonable steps
to ensure that the integrity of the information and the confidentiality are maintained. You must
ensure that the information is:

a) not transported in see-through or other un-secured bags or cases;
b) notread in public places (e.g., waiting rooms, cafes, trains, etc.); and
c) not left unattended or in any place where it is at risk (e.g., in car boots, cafes, etc.)

Reporting Security Breaches

All concerns, questions, suspected breaches, or known breaches shall be referred
immediately to the School Business Manager. All members of staff have an obligation to report
actual or potential data protection compliance failures.

When receiving a question or notification of a breach, the School Business Manager shall
immediately assess the issue, including but not limited to, the level of risk associated with the
issue and shall take all steps necessary to respond to the issue.

Members of staff shall under no circumstances attempt to resolve an IT security breach on
their own without first consulting the Deputy Headteacher and the School’'s IT provider. Any
attempt to resolve an IT security breach by a member of staff must be under the instruction of
and with the express permission of the Deputy Headteacher.

Missing or stolen paper records or mobile devices, computers or physical media containing
personal or confidential information should be reported immediately to the School Business
Manager.

All'IT security breaches shall be fully documented.
Full details on how to notify of data breaches are set out in the Data Breach Policy.

Related Policies

Staff should refer to the following policies that are related to this Information Security Policy:
e Electronic Information and Communication Systems Policy;
e Data Breach Policy;
o Data Protection Policy
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Electronic Information and Communication Policy

Introduction

The School’s electronic communications systems and equipment are intended to promote
effective communication and working practices throughout the business and are critical to the
success of our provision of excellent service.

This policy does not form part of any employee’s terms and conditions of employment and is
not intended to have contractual effect. It is provided for guidance to all members of staff at
the School who are required to familiarise themselves and comply with its contents. The
School reserves the right to amend its content at any time.

This policy outlines the standards that the School requires all users of these systems to
observe, the circumstances in which the School will monitor use of these systems and the
action the School will take in respect of any breaches of these standards.

The use by staff and monitoring by the School of its electronic communications systems is
likely to involve the processing of personal data. Therefore, it is regulated by the UK General
Data Protection Regulation (UK GDPR) and all data protection laws and guidance in force.

Staff are referred to the School’s Data Protection Policy for further information. The School is
also required to comply with the Regulation of Investigatory Powers Act 2000, the
Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000 and the principles of the European Convention on Human Rights
incorporated into U.K. law by the Human Rights Act 1998.

All members of staff are required to comply with the provisions set out in this policy at all times
to protect the School’s electronic systems from unauthorised access or harm. Breach of this
policy will be regarded as a disciplinary offence and dealt with under the School’s disciplinary
procedure and in serious cases, may be treated as gross misconduct leading to summary
dismissal.

The School has the right to monitor all aspects of its systems, including data which is stored
under the School’s computer systems in compliance with the UK GDPR.

This policy mainly deals with the use (or misuse) of computer equipment, e-mail, internet
connection, telephones, iPads (and other mobile device tablets), Smart Phones, laptops,
Chromebooks, mobile phones and voicemail but it applies equally to the use of fax machines,
copiers, scanners, and the like.

Equipment Security and Passwords

All members of staff are responsible for the security of the equipment allocated to or used by
them and must not allow it to be used by anyone other than in accordance with this policy.

Passwords are unique to each user and staff are required to select a password that cannot be
easily broken and which contains at least 8 characters including numbers, letters and special
characters. All passwords should be considered complex.

Passwords must be kept confidential and must not be made available to anyone else unless
authorised by a member of the Senior Leadership Group who will liaise with the
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Communications Officer as appropriate and necessary. Any member of staff who discloses
his or her password to another employee in the absence of express authorisation will be liable
to disciplinary action under the School’'s Disciplinary Policy and Procedure. Any member of
staff who logs on to a computer using another member of staff's password will be liable to
disciplinary action up to and including summary dismissal for gross misconduct.

If given access to the School e-mail system or to the internet, staff are responsible for the
security of their terminals. Staff are required to log off when they are leaving the terminal
unattended or when leaving the office to prevent unauthorised users accessing the system in
their absence. The Senior Leadership Team may do spot checks from time to time to ensure
compliance with this requirement.

Staff should be aware that if they fail to log off and leave their terminals unattended they may
be held responsible for another user’s activities on their terminal in breach of this policy, the
School’s Data Protection Policy and/or the requirement for confidentiality in respect of certain
information.

Logging off prevents another member of staff or a pupil accessing the system in the user’s
absence and may help demonstrate in the event of a breach in the user’s absence that he or
she was not the party responsible.

Staff without authorisation should only be allowed to use terminals under supervision. Desktop
PCs and cabling for telephones or computer equipment should not be moved or tampered with
without first consulting and obtaining the express approval of the Deputy Headteacher.

On the termination of employment for any reason, staff are required to provide a full handover
detailing the drives, folders and files where their work can be located and accessed. The
School reserves the right to require employees to hand over all School data held in computer
useable format.

Members of staff who have been issued with a laptop, iPad (or other mobile device tablet),
Smart Phone or any other device (i.e., USB stick) must ensure that it is kept secure at all
times, especially when travelling. Passwords must be used to secure access to data kept on
such equipment to ensure that confidential data is protected in the event that the device is lost
or stolen. Staff should also observe basic safety rules when using such equipment e.g.,
ensuring that they do not use or display such equipment in isolated or dangerous areas. Staff
should also be fully aware that if using equipment on public transport documents can be easily
read by other passengers. If staff take devices off-site they should follow the Home Working
Palicy.

Systems Use and Data Security

Members of staff should not delete, destroy or modify any of the School’s existing systems,
programs, information or data which could have the effect of harming or exposing to risk of
harm the School, its staff, students, or any other party.

All members of staff are prohibited from downloading, installing or running software from
external sources without obtaining prior authorisation from the Deputy Headteacher who will
consider bona fide requests for work purposes. Please note that this includes instant
messaging programs, screen savers, photos, video clips, games, music files and opening any
documents or communications from unknown origins.
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All members of staff need to inform the School Business Manager before sharing any data
with any third parties so the School can carry out a Data Protection Impact Assessment
(DPIA).

Where consent is given, all files and data should always be virus checked before they are
downloaded onto the School’s systems. If in doubt, the employee should seek advice from a
member of the Senior Leadership Team.

The following must never be accessed from the network because of their potential to overload
the system or to introduce viruses:

Audio and video streaming;

Instant messaging;

Chat rooms;

Social networking sites; and

Web mail (such as Hotmail or Yahoo).

No device or equipment should be attached to our systems without the prior approval of the
Senior Leadership Team. This includes but is not limited to, any Smart Phone or telephone,
iPad, laptop (or other mobile device tablet), USB device, i-pod, digital camera, infra red
connection device or any other device.

The School monitors all e-mails passing through its systems for viruses. Staff should be
cautious when opening e-mails from unknown external sources or where for any reason an e-
mail appears suspicious (such as ending in ‘.exe’). The Deputy Headteacher should be
informed immediately if a suspected virus is received. The School reserves the right to block
access to attachments to e-mail for the purpose of effective use of the system and compliance
with this policy. The School also reserves the right not to transmit any e-mail message.

Staff should not attempt to gain access to restricted areas of the network or to any password-
protected information unless they are specifically authorised to do so.

Misuse of the School’s computer systems may result in disciplinary action up to and including
summary dismissal. For further guidance on what constitutes misuse please see the section
entitled Inappropriate Use of the School’s Systems and guidance under “E-mail etiquette and
content” below.

E-mail Etiquette and Content

E-mail is a vital business tool but often lapses inappropriately into an informal means of
communication and should therefore be used with great care and discipline.

The School’s e-mail facility is intended to promote effective communication within the business
on matters relating to the School’s business activities and access to the School’s e-mail facility
is provided for work purposes only.

Staff are strictly prohibited from using the School’s email facility for personal emails at any
time.

Staff should always consider if e-mail is the appropriate medium for a particular
communication. The School encourages all members of staff to make direct contact with
individuals rather than communicate by e-mail wherever possible to maintain and enhance
good working relationships.
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Messages sent on the e-mail system should be written as professionally as a letter or fax
message and should be concise and directed only to relevant individuals on a need to know
basis. The content and language used in the message must be consistent with the School’s
best practice.

E-mails should never be sent in the heat of the moment or without first checking the content
and language and considering how the message is likely to be received. Staff are encouraged
wherever practicable to write a draft e-mail first, print it out and review it carefully before
finalising and sending. As a rule of thumb if a member of staff would not be happy for the e-
mail to be read out in public or subjected to scrutiny then it should not be sent. Hard copies of
e-mails should be retained on the appropriate file.

All members of staff should remember that e-mails can be the subject of legal action for
example, in claims for breach of contract, confidentiality, defamation, discrimination,
harassment etc against both the member of staff who sent them and the School. Staff should
take care with the content of e-mail messages, as incorrect or improper statements can give
rise to personal liability of staff and to liability of the School in the same way as the contents
of letters or faxes.

E-mail messages may of course be disclosed in legal proceedings in the same way as paper
documents. They may also be disclosed as part of dealing with subject access requests when
they arise. Deletion from a user’s inbox or archives does not mean that an e-mail is obliterated
and all e-mail messages should be treated as potentially retrievable, either from the main
server or using specialist software. This should be borne in mind when considering whether
e-mail is an appropriate forum of communication in the circumstances of the case and if so
the content and language used.

Staff should assume that e-mail messages may be read by others and not include in them
anything which would offend or embarrass any reader or themselves, if it found its way into
the public domain. The School standard disclaimer should always be used on every e-mail.

Staff should ensure that they access their e-mails at least once every working day, stay in
touch by remote access when travelling or working out of the office and should use an out of
office response when away from the office for more than a day. Staff should endeavour to
respond to e-mails marked ‘high priority’ as soon as is reasonably practicable.

Members of staff are strictly forbidden from sending abusive, obscene, discriminatory, racist,
harassing, derogatory or defamatory messages. If such messages are received, they should
not be forwarded and should be reported to a member of the Senior Leadership Group
immediately. If a recipient asks you to stop sending them personal messages then always
stop immediately. Where appropriate, the sender of the e-mail should be referred to this policy
and asked to stop sending such material.

If you feel that you have been harassed or bullied or are offended by material sent to you by
a colleague via e-mail, you should inform a member of the Senior Leadership Team who will
usually seek to resolve the matter informally. You should refer to our Equal Opportunities and
Diversity Policy and the Anti-Harassment and Bullying Policy for further information and
guidance.

If an informal procedure is unsuccessful, you may pursue the matter formally under the
School’s formal grievance procedure. (Further information is contained in the School’s Equal
Opportunities and Diversity Policy, Anti-Harassment and Bullying Policy and Grievance Policy
and Procedure.)
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General Guidance

Staff must not:

e Send any e-mail, including resending and forwarding, containing sexually explicit or
otherwise offensive material either internally or externally;

e Send any e-mail communication which may be regarded as harassing or insulting.
Complaints about the performance or service of other departments or individuals must
be made on a face-to-face basis in accordance with normal and courteous practice;

e Send or forward private e-mails at work which they would not want a third party to read,;

e Send or forward chain mail, junk mail, cartoons, jokes or gossip either within or outside
the School;

e Contribute to system congestion by sending trivial messages or unnecessarily copying
or forwarding e-mails to those who do not have a real need to receive them;

e Sell or advertise using the systems or broadcast messages about lost property,
sponsorship or charitable appeals.

e Agree to terms, enter into contractual commitments or make representations by e-mail
unless the appropriate authority has been obtained. A name typed at the end of an e-
mail is a signature in the same way as a name written in ink at the end of a letter;

¢ Download or e-mail text, music and other content on the internet subject to copyright
protection, unless it is clear that the owner of such works allows this;

¢ Send messages containing any reference to other individuals or any other business
that may be construed as libellous;

¢ Send messages from another worker’s computer or under an assumed name unless
specifically authorised;

e Send confidential messages via e-mail, the internet or by other means of external
communication which are known not to be secure;

e E-mail may normally only be used to communicate internally with colleagues and
students (where appropriate and necessary) and externally to parents, suppliers and
third parties on academic/service related issues. Urgent or important messages to
family and friends are permitted but must be of a serious nature;

The School recognises that it is not always possible to control incoming mail. Any material
which would be considered as inappropriate or unprofessional, sexually explicit or offensive
should be deleted at once. Any member of staff who finds that they are receiving such
communications from known sources is responsible for contacting that source in order to
request that such communication is not repeated.

Staff who receive an e-mail which has been wrongly delivered should return it to the sender
of the message and delete the email as soon as possible to minimise any further risk to
individuals whose data could be breached. If the e-mail contains confidential information or
inappropriate material (as described above) it should not be disclosed or forwarded to another
member of staff or used in any way. A member of the Senior Leadership Team should be
informed as soon as reasonably practicable.

Use of the Internet

When a website is visited, devices such as cookies, tags or web beacons may be employed
to enable the site owner to identify and monitor visitors. If the website is an inappropriate one
such a marker could be a source of embarrassment to the School, especially if a member of
staff has accessed, downloaded, stored or forwarded inappropriate material from the website.
Staff may even be committing a criminal offence if for example, the material is pornographic
in nature.

Page 47 of 100



Staff must not access any web page or any files from the School's system (whether
documents, images or other) downloaded from the web which, on the widest meaning of those
terms, could be regarded as illegal, offensive, in bad taste or immoral. While content may be
legal in the UK it may be in sufficient bad taste to fall within this prohibition.

As a general rule, if any person within the School (whether intending to view the page or not)
might be offended by the contents of a page or if the fact that the School's software has
accessed the page or file might be a source of embarrassment if made public, then viewing it
will be a breach of this policy.

Staff should not under any circumstances use School systems to participate in any internet
chat room, post messages on any internet message board or set up or log text or information
even in their own time.

Remember also that text, music and other content on the internet are copyright works. Staff
should not download or e-mail such content to others unless certain that the owner of such
works allows this.

The School's website may be found at www.tetherdownschool.org. This website is intended
to convey our core values and excellence in the educational sector. All members of staff are
encouraged to give feedback concerning the site and new ideas and inclusions are welcome.
Such input should be submitted to the Senior Leadership Group in the first instance. Only
expressly authorised and designated members of staff are permitted to make changes to the
website.

The School should limit texting and using systems such as WhatsApp for School related
matters using personal phones. The School require staff to use alternative systems to make
contact with staff (such as emails).

The School has published relevant information on its own intranet for the use of all staff. All
such information is regarded as confidential to the School and may not be reproduced
electronically or otherwise for the purposes of passing it to any individual not directly employed
by the School. Any exceptions to this must be authorised [jointly] by the Senior Leadership
Team as appropriate and necessary.

Personal Use of School Systems

The School permits the incidental use of its internet, e-mail and telephone systems to send
personal e-mail, browse the web and make personal telephone calls subject to certain
conditions set out below.

Our policy on personal use is a privilege and not a right. The policy is dependent upon it not
being abused or overused and we reserve the right to withdraw our permission or amend the
scope of this policy at any time.

The following conditions must be met for personal usage to continue:

(a) Use must be minimal and take place substantially out of normal working hours (that is,
during the member of staff’s usual break time or shortly, before or after normal working
hours);

(b) Personal e-mails must be labelled “personal” in the subject header;

(c) Use must not interfere with business or office commitments;

(d) Use must not commit the School to any marginal costs;

(e) Use must comply at all times with the rules and guidelines set out in this policy;
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(f) Use must also comply with the School's compliment of operational policies and
procedures including but not limited to the Equal Opportunities and Diversity Policy, Anti-
Harassment and Bullying Policy, Data Protection Policy and Code of Conduct.

Inappropriate Use of Equipment and Systems

Occasional personal use is permissible provided it is in full compliance with the School’s rules,
policies and procedures (including this policy, the Equal Opportunities and Diversity Policy,
Anti-Harassment Policy, Data Protection Policy, Code of Conduct and Disciplinary Policy and
Procedure).

Misuse or abuse of our telephone or e-mail system or inappropriate use of the internet in
breach of this policy will be dealt with in accordance with the School’s Disciplinary Policy and
Procedure.

Misuse of the internet may, in certain circumstances, constitute a criminal offence. In
particular, misuse of the e-mail system or inappropriate use of the internet by viewing,
accessing, transmitting or downloading any of the following material or using any of the
following facilities, will amount to gross misconduct (this list is not exhaustive):

(@) Accessing pornographic material (that is writings, pictures, films, video clips of a
sexually explicit or arousing nature), racist or other inappropriate or unlawful
materials;

(b) Transmitting a false and/or defamatory statement about any person or
organisation;

(c) Sending, receiving, downloading displaying or disseminating material which is
discriminatory, offensive derogatory or may cause offence and embarrassment or
harass others;

(d) Transmitting confidential information about the School and any of its staff, students
or associated third parties;

(e) Transmitting any other statement which is likely to create any liability (whether
criminal or civil and whether for the employee or for the School);

()  Downloading or disseminating material in breach of copyright;

(g) Copying, downloading, storing or running any software without the express prior
authorisation of the Deputy Headteacher;

(h) Engaging in online chat rooms, instant messaging, social networking sites and
online gambling;

(i)  Forwarding electronic chain letters and other materials;

() Accessing, downloading, storing, transmitting or running any material that
presents or could present a risk of harm to a child.

Any such action will be treated very seriously and may result in disciplinary action up to and
including summary dismissal.

Where evidence of misuse is found the School may undertake a more detailed investigation
in accordance with our Disciplinary Policy and Procedure, involving the examination and
disclosure of monitoring records to those nominated to undertake the investigation and any
witnesses or members of management involved in the disciplinary procedure.

If necessary, such information may be handed to the police in connection with a criminal
investigation.
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CCTV Policy

Introduction

The school recognises that CCTV systems can be privacy intrusive.

Objectives

Review of this policy shall be repeated regularly and whenever new equipment is introduced,
a review will be conducted and a risk assessment put in place. We aim to conduct reviews no
later than every two years.

The purpose of the CCTV system is to assist the school in reaching the following objectives:

(a) To protect pupils, staff and visitors against harm to their person and/or property;
(b) To increase a sense of personal safety and reduce the fear of crime;

(c) To protect the school buildings and assets;

(d) To support the police in preventing and detecting crime;

(e) To assist in identifying, apprehending and prosecuting offenders;

(f) To assist in establishing cause of accidents and other adverse incidents and

prevent reoccurrence; and
(9) To assist in managing the school.
Purpose of This Policy

The purpose of this policy is to regulate the management, operation and use of the CCTV
system (closed circuit television) at the school. The CCTV system used by the school
comprises of nine fixed cameras with recording ability (not inclusive of sound) in the outside
areas of the school.

CCTV cameras are not installed in areas in which individuals would have an expectation of
privacy such as toilets, changing facilities, etc.

Statement of Intent

CCTV cameras are installed in such a way that they are not hidden from view. Signs are
predominantly displayed where relevant so that staff, students, visitors and members of the
public are made aware that they are entering an area covered by CCTV. The signs also
contain contact details as well as a statement of purposes for which CCTV is used.

The CCTV system will seek to comply with the requirements both of the Data Protection Act
and the most recent Commissioner's Code of Practice.

The school will treat the system, all information, documents and recordings (both those
obtained and those subsequently used) as data protected under the Act.

The system has been designed so far as possible to deny observation on adjacent private
homes, gardens and other areas of private property.

Materials or knowledge secured as a result of CCTV will not be used for any commercial
purpose.

Images will only be released to the media for use in the investigation of a specific crime with
the written authority of the police. Images will never be released to the media for purposes of
entertainment.
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The planning and design has endeavoured to ensure that the system will give maximum
effectiveness and efficiency but it is not possible to guarantee that the system will cover or
detect every single incident taking place in the areas of coverage.

Warning signs, as required by the Code of Practice of the Information Commissioner will be
clearly visible on the site and make clear who is responsible for the equipment.

Where wireless communication takes place between cameras and a receiver, signals shall be
encrypted to prevent interception.

CCTV images are not retained for longer than necessary, taking into account the purposes for
which they are processed. Data storage is automatically overwritten by the system after a
period of 30 days.

Recorded images will only be retained long enough for any incident to come to light (e.g., for
a theft to be noticed) and the incident to be investigated. In the absence of a compelling need
to retain images for longer (such as an ongoing investigation or legal action), data will be
retained for no longer than 6 months.

System Management

Access to the CCTV system and data shall be password protected and will be kept in a secure
area.

The CCTV system will be administered and managed by the Site Manager who will act as
System Manager and take responsibility for restricting access, in accordance with the
principles and objectives expressed in this policy. In the absence of the Systems Manager,
the system will be managed by the School Business Manager.

The system and the data collected will only be available to the Systems Manager, his/her
replacement and appropriate members of the senior leadership team as determined by the
Headteacher.

The CCTV system is designed to be in operation 24 hours each day, every day of the year,
though the school does not guarantee that it will be working during these hours.

The System Manager will check and confirm the efficiency of the system regularly and in
particular that the equipment is properly recording and that cameras are functional.

Cameras have been selected and positioned so as to best achieve the objectives set out in
this policy in particular by proving clear, usable images.

Unless an immediate response to events is required, cameras will not be directed at an
individual, their property or a specific group of individuals, without authorisation in accordance
with the Regulation of Investigatory Power Act 2000.

Where a person other than those mentioned above, requests access to the CCTV data or
system, the System Manager must satisfy him/herself of the identity and legitimacy of purpose
of any person making such request. Where any doubt exists, access will be refused.

Details of all visits and visitors will be recorded in a system log book including time/data of
access and details of images viewed and the purpose for so doing.

Downloading Captured Data on to Other Media

In order to maintain and preserve the integrity of the data (and to ensure their admissibility in
any legal proceedings), any downloaded media used to record events from the hard drive
must be prepared in accordance with the following procedures: -

(a) Each downloaded media must be identified by a unique mark.
(b) Before use, each downloaded media must be cleaned of any previous recording.

(c) The System Manager will register the date and time of downloaded media insertion,
including its reference.
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(d) Downloaded media required for evidential purposes must be sealed, witnessed and
signed by the System Manager, then dated and stored in a separate secure evidence
store. If a downloaded media is not copied for the police before it is sealed, a copy may
be made at a later date providing that it is then resealed, witnessed and signed by the
System Manager, then dated and returned to the evidence store.

(e) If downloaded media is archived, the reference must be noted.

(f) If downloaded media is put onto a device, the device will be encrypted and password
protected.

Images may be viewed by the police for the prevention and detection of crime and by the
Systems Manager, his/her replacement and the Headteacher and other authorised senior
leaders. However, where one of these people may be later called as a witness to an offence
and where the data content may be used as evidence, it shall be preferable if possible, for that
person to withhold viewing of the data until asked to do so by the police.

A record will be maintained of the viewing or release of any downloaded media to the police
or other authorised applicants.

Should images be required as evidence, a copy may be released to the police under the
procedures described in this policy. Images will only be released to the police on the clear
understanding that the downloaded media (and any images contained thereon) remains the
property of the school and downloaded media (and any images contained thereon) are to be
treated in accordance with Data Protection legislation. The school also retains the right to
refuse permission for the police to pass the downloaded media (and any images contained
thereon) to any other person. On occasions when a Court requires the release of a
downloaded media, this will be produced from the secure evidence store, complete in its
sealed bag.

The police may require the school to retain the downloaded media for possible use as
evidence in the future. Such downloaded media will be properly indexed and securely stored
until needed by the police.

Applications received from outside bodies (e.g., solicitors or parents) to view or release images
will be referred to the school’s Data Protection Officer and a decision made by a senior leader
of the school in consultation with the school’s Data Protection Officer.

Complaints About the Use of CCTV

Any complaints in relation to the school’'s CCTV system should be addressed to the School
Business Manager.

Requests for Access by the Data Subject

The Data Protection Act provides data subjects — those whose image has been captured by
the CCTV system and can be identified - with a right to access data held about themselves,
including those obtained by CCTV. The CCTV system does not have the ability to crop, zoom
or blur out individuals. For this reason, any Subject Access Request for footage will be
considered individually for appropriateness. Requests for such data should be made to the
School Business Manager.

Public Information

Copies of this policy will be available to the public from the school office.
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Photography Policy

Introduction

At Tetherdown Primary School, we use images and videos for a variety of purposes, including
display boards, educational purposes, the school website and marketing. We understand that
parents may also wish to take videos or photos of their children participating in school events
for personal use.

Whilst we recognise the benefits of photography and videos to our school community, we also
understand that these can have significant risks for those involved. Under the legal obligations
of the General Data Protection Regulation (UK GDPR), the school has specific responsibilities
in terms of how photos and videos are taken, stored and retained.

The school has implemented a policy on the safe use of cameras and videos by staff and
parents to reflect the protective ethos of the school with regard to pupils’ safety.

In order to ensure that, as far as possible, the use of photography and video is used safely at
all times, the policy provided below should be followed. This policy is applicable to all forms of
visual media, including film, print, video, DVD and websites.

Legal framework
This policy has due regard to all relevant legislation including, but not limited to, the following:

e The General Data Protection Regulation (UK GDPR)
e The Data Protection Act 2018
e The Freedom of Information Act 2000

This policy also has due regard to the school’s policies including, but not limited to, the
following:

e Data Protection Policy

o Data Breach Policy

¢ Data Retention Policy

e Safeguarding Policy
Definitions

For the purposes of this policy:

e “Camera” is used to refer to mobile phones, tablets, webcams, portable gaming
devices and any other equipment or devices which may be used to be take
photographs.

o “Personal use” of photography and videos is defined as the use of cameras to take
images and recordings of children by relatives, friends or known individuals, e.g. a
parent taking a group photo of their child and their friends at a school event. These
photos and videos are only for personal use by the individual taking the photo and are
not intended to be passed on to unknown sources. The principles of the UK GDPR do
not apply to images and videos taken for personal use.

o “Official school use” is defined as photography and videos which are used for school
purposes, e.g. for building passes and identification of pupils, staff and governors.
These images are likely to be stored electronically alongside other personal data. The
principles of the UK GDPR apply to images and videos taken for official school use.

¢ “Promotional use” is defined as photography and videos which are intended for a wide
audience, e.g. photographs of children taken the school website, a local newspaper or
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for use by partner organisations. The principles of the UK GDPR apply to images and
videos taken for media use.

Staff may also take photos and videos of pupils for “educational purposes”. These are not
intended for official school use, but may be used for a variety of reasons, such as school
displays, special events, assessment and workbooks. The principles of the UK GDPR apply
to images and videos taken for educational purposes.

Responsibilities
The headteacher is responsible for:

e Consent forms for photographs and videos taken for educational purposes are
submitted to parents/carers.

e Ensuring that all photos and videos are stored and disposed of correctly, in line with
the UK GDPR.

o Deciding whether parents/carers are permitted to take photographs and videos during
school events.

¢ Communicating this policy to all the relevant staff members and the wider school
community, such as parents.

o The designated safeguarding lead (DSL) is responsible for:

¢ Liaising with social workers to gain consent for the use of photographs and videos of
LAC pupils.

¢ Liaising with the School Business Manager or Data Protection Officer (DPO) to ensure
there are no data protection breaches.

¢ Informing the headteacher of any known changes to a pupil’s security, e.g. child
protection concerns, which would mean that participating in photography and video
recordings would put them at significant risk.

Parents/Carers are responsible for:

Completing the Parental Consent Form (Appendix D)

Informing the school in writing if they wish to make any changes to their consent.
Acting in accordance with this policy.

Staff taking images or videos for official school purposes are responsible for:
Checking the consent for children taking part in an activity or school visit prior to taking
photographs and videos.

Acting in accordance with this policy.

Overall responsibility for the appropriate use of photography at school and in
connection with school events rests with the Headteacher.

Consent

All photographs and video content are classified as personal data under UK GDPR. Images
or video content may be used for publicity or other purposes only when the parent/carer has
provided informed consent and has not withdrawn their consent.

Up to the age of 13, and in some cases 16 depending on the child’s maturity, parents/carers
are responsible for providing consent on their child’s behalf.

Parents/Carers are required to be aware that their child may be photographed at school and
they have the right to withdraw consent for the use of photographs and videos of their child.

The school understands that consent must be a positive indication. It cannot be inferred from
silence, inactivity or pre-ticked boxes.

Consent will only be accepted where it is freely given, specific, informed and an unambiguous
indication of the individual’s wishes.
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Where consent is given, a record will be kept in the pupil’s file and on the school’s
management information system (MIS).

The school ensures that consent mechanisms meet the standards of the UK GDPR. Where
the standard of consent cannot be met, an alternative legal basis for processing the data will
be found, or the processing will cease.

Consent given in the Consent Form will be valid until consent is withdrawn.

If there is a disagreement over consent, or if a parent/pupil does not respond to a consent
request, it will be treated as if consent has not been given.

All parents/carers are entitled to withdraw or change their consent at any time.

Parents/carers, or former pupils over the age of 13, withdrawing their consent must notify the
school in writing.

If any parent or pupil withdraws or changes their consent, or the DSL reports any changes to
a pupil’s security risk, or there are any other changes to consent, the list will also be updated
and re-circulated.

For any LAC pupils, or pupils who are adopted, the DSL will liaise with the pupil’s social worker,
carers or adoptive parents to establish where consent should be sought. Consideration will be
given as to whether identification of an LAC pupil, or pupils who are adopted, would risk their
security in any way.

Consideration will also be given to any pupils for whom child protection concerns have been
raised. Should the DSL believe that taking photographs and videos of any pupils would put
their security at further risk, greater care will be taken towards protecting their identity.

A maintenance of a list of pupils for whom consent was not given will be overseen by the
School Business Manager (SBM) and will be circulated to relevant members of staff. Any
updates will be communicated to relevant staff as soon as practicable.

General procedures
Photographs and videos of pupils will be carefully considered before any activity.

Queries and concerns relating to the planning of any events where photographs and videos
will be taken will be referred to the SBM in the first instance. Guidance from the SBM/DPO wiill
be sought if required.

Where photographs and videos will involve LAC pupils, adopted pupils, or pupils for whom
there are security concerns, the Headteacher as a DSL will determine the steps involved.

When organising photography and videos of pupils, staff members will consider the following:

Can general shots of classrooms or group activities, rather than individual shots of pupils, be
used to fulfil the same purpose?

Could the camera angle be amended in any way to avoid pupils being identified?
Will pupils be suitably dressed to be photographed and videoed?

Will pupils of different ethnic backgrounds and abilities be included within the photographs or
videos to support diversity?

Would it be appropriate to edit the photos or videos in any way (e.g. to remove logos which
may identify pupils)?
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Are the photographs and videos of the pupils completely necessary, or could alternative
methods be used for the same purpose? E.g. could an article be illustrated by pupils’ work
rather than images or videos of the pupils themselves?

Staff members are responsible for reviewing consent lists for all children taking part in an
activity or school visit. Only pupils for whom consent has been given are to be included in
photographs and videos taken during the activity or school visit.

School equipment will be used to take photographs and videos of pupils. Exceptions to this
are outlined in section 7 of this policy.

Staff will ensure that all pupils are suitably dressed before taking any photographs or videos.

Where possible, staff will avoid identifying pupils. If names are required, only first names will
be used.

Photos and videos that may cause any distress, upset or embarrassment will not be used.

Any concern relating to inappropriate or intrusive photography or publication of content is to
be reported to the SBM or DPO.

Additional safeguarding procedures

The school understands that certain circumstances may put a pupil’s security at greater risk
and, thus, may mean extra precautions are required to protect their identity.

The DSL will, in known cases of a pupil who is an LAC or who has been adopted, liaise with
the pupil’s social worker, carers or adoptive parents to assess the needs and risks associated
with the pupil.

Any measures required will be determined between the DSL, social worker, carers, DPO and
adoptive parents with a view to minimising any impact on the pupil’'s day-to-day life. The
measures implemented will be one of the following:

Photos and videos can be taken as per usual school procedures

Photos and videos can be taken within school for educational purposes and official school
use, e.g. on registers, but cannot be published online or in external media

No photos or videos can be taken at any time for any purposes

Any outcomes will be communicated to all staff members via a staff meeting and the list
outlining which pupils are not to be involved in any videos or photographs, held in the school
office, will be updated accordingly.

School-owned devices

Staff are encouraged to take photos and videos of pupils using school equipment for
educational purposes, to record and maintain pictorial evidence of lessons, behaviour,
activities and events related to their pupils.

Where school-owned devices are used, images and videos will be transferred securely to the
school network at the earliest opportunity and deleted from any other devices.

Staff will not use their personal mobile phones, cameras or any other personal device, to take
images and videos of pupils unless explicit permission has been given by the headteacher. If
permission is granted, images and photos must be transferred to the school network at the
earliest opportunity and deleted from personal devices or accounts.

Digital photographs and videos held on the school’s network are accessible to staff only.
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Members of staff and the school community are required to report inappropriate use of
personal or school-owned equipment and images to the headteacher. Immediate action will
be taken if it is found that any incidents raise child protection concerns.

The school is not responsible for lost, stolen or damaged equipment. This remains the
responsibility and obligation of the member of staff.

Storing and retention
Images obtained by the school will not be kept for longer than necessary.

Photos and video recordings held by the school will not be used other than for the purposes
consent was given, unless permission is sought from the parents of the pupil(s) involved in
consultation with the headteacher and DPO.

Paper documents will be shredded and electronic files deleted once the retention period has
ended.

Where a parent or pupil has withdrawn their consent, any related imagery and videos involving
their child/the pupil will be removed from the school drive as soon as practicable.

When a parent withdraws consent, it will not affect the use of any images or videos for which
consent had already been obtained. Withdrawal of consent will only affect further processing.

Where a pupil’s security risk has changed, the DSL will inform the headteacher immediately.
If required, any related imagery and videos involving the pupil will be removed from the school
drive immediately. Hard copies will be removed by returning them to the parent/pupil or by
shredding, as appropriate.

The school may require images to be deleted or edited as appropriate and may choose to use
images taken by members of staff or volunteers for other purposes, provided the processing
conditions and consent requirements of this policy are met.

Staff members are responsible for ensuring that edited images do not mislead or misrepresent.
They must not edit images which result in their subject being vulnerable to embarrassment,
teasing, bullying or abuse.

Members of staff must remember that, even when images are physically deleted from a
device, the device has to be appropriately disposed of to ensure that no imprint remains. ltems
deleted from a computer will often be placed in a “recycling bin”; these items must be
permanently deleted.

Appropriate use of images under UK GDPR

Photographs are used in school for many reasons and the different uses for the same image
should be considered separately, as each photograph and use will potentially have different
conditions for processing.

To judge whether legitimate interest can be used as the basis for processing data, such as
using pupils’ photographs as part of the school’s management information system, the school
will carry out three different tests, these are:

A purpose test — establishing the reasons for using the data, what will be achieved and whether
the benefits are justifiable.

A necessity test — establishing whether the processing of pupils’ data will be useful and
whether there is a less intrusive way of reaching a means to an end.

A balance test — establishing the impact it will have on the data subject by processing the data
for said reason.
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These three tests make up a ‘legitimate interest assessment’ (LIA) — the school will carry out
an LIA prior to obtaining the data and it will be recorded in a physical copy in compliance with
the UK GDPR.

Photographs used in identity management

These are likely to be essential for performing the public task of the school, but they will be
deleted once no longer needed for the purpose for which it was held.

Photographs used for marketing purposes

Photographs will not be used for marketing purposes unless the school has specific informed
consent for the images and the images are only used in line with the consent provided.

Photographs in the school environment relating to education

These photographs may be essential for performing the public task of the school, but once the
pupil has left the school this argument may become insufficient. If permission is withdrawn,
the image will be removed.

When gaining consent, including when initially taking the photograph, the parent/carer of the
pupil will be made aware of the school’s privacy notices and data retention policy. The school
will endeavour to ensure that images are not displayed after the relevant retention period. In
such circumstance that images may continue to be displayed, the school will act promptly to
any requests for removal and deletion.

Privacy notices

The school uses privacy notices with declarations attached to inform pupils and their families
about how their personal data may be collected and as one method of gaining consent.

Sharing of images

All images taken by members of staff or volunteers at school or on school activities remain the
property of the school.

Images must not be shared with anyone outside the school or held for private use.

No digital image will be uploaded onto any internet/intranet system without the express
permission of the child’s parent/carer.

Images may under no circumstances be emailed or shared via private e-mail accounts unless
a parent has asked for a photo of their child to be sent to them.

Unless specific prior consent has been obtained, members of staff and volunteers must not
post school images on personal pages of social networking sites or other websites.

Use of a professional photographer

If the school decides to use a professional photographer for official school photos and school
events, the headteacher will:

Provide a clear brief for the photographer about what is considered appropriate, in terms of
both content and behaviour.

Issue the photographer with identification, which must be worn at all times.

Let pupils and parents know that a photographer will be in attendance at an event and ensure
they have previously provided consent to both the taking and publication of videos and/or
photographs.

Not allow unsupervised access to pupils or one-to-one photo sessions at events.
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Communicate to the photographer that the material may only be used for the school’'s own
purposes and that permission has not been given to use the photographs for any other
purpose.

Ensure that the photographer will comply with the requirements set out in UK GDPR.

Ensure that if another individual, such as a parent or governor, is hominated to be the
photographer, they are clear that the images and/or videos are not used for anything other
than the purpose indicated by the school.

Permissible photography and videos during school events

If the headteacher permits parents to take photographs or videos during a school event,
parents will:

Remain seated while taking photographs or videos during concerts, performances and
other events.

Minimise the use of flash photography during performances.

In the case of all school events, make the focus of any photographs and/or videos their
own children.

Avoid disturbing others in the audience or distracting pupils when taking photographs
or recording videos.

Ensure that any images and recordings taken at school events are exclusively for
personal use and are not uploaded to the internet, posted on social networking sites
or openly shared in other ways.

Refrain from taking further photographs and/or videos if and when requested to do so
by staff.

Monitoring and review

This policy will be reviewed by the headteacher and Resource Committee as necessary.

Any changes to this policy will be communicated to all staff members and, where appropriate,
parents.
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Social Media Policy

Introduction

This policy applies to all School staff regardless of their employment status. It is to be read in
conjunction with the School’s Electronic Communications Policy. This policy does not form
part of the terms and conditions of employee’s employment with the School and is not intended
to have contractual effect. However, it does set out the School’s current practices and required
standards of conduct and all staff are required to comply with its contents. Breach of the
provisions of this policy will be treated as a disciplinary offence which may result in disciplinary
action up to and including summary dismissal in accordance with the School’s Disciplinary
Policy and Procedure.

This Policy may be amended from time to time and staff will be notified of any changes no
later than one month from the date those changes are intended to take effect.

Purpose of This Policy

The School recognises that the internet provides unique opportunities to participate in
interactive discussions and share information on particular topics using a wide variety of social
media such as Facebook, Twitter, Linkedln, blogs, Instagram, TikTok, WhatsApp and
Wikipedia. However, staff use of social media can pose risks to the School’'s confidential and
proprietary information, its reputation and it can jeopardise our compliance with our legal
obligations.

To minimise these risks, avoid loss of productivity and to ensure that our IT resources and
communications systems are used only for appropriate work-related purposes, all School staff
are required to comply with the provisions in this policy.

Who is Covered by This Policy?

This policy covers all individuals working at all levels and grades within the School, including
senior managers, officers, governors, employees, consultants, contractors, trainees,
homeworkers, part-time and fixed-term employees, casual and agency staff and volunteers
(collectively referred to as Staff in this policy).

Third parties who have access to our electronic communication systems and equipment are
also required to comply with this policy.

Scope and Purpose of This Policy

This policy deals with the use of all forms of social media including Facebook, LinkedIn,
Twitter, Wikipedia, Instagram, TikTok, WhatsApp and all other social networking sites and all
other internet postings including blogs.

It applies to the use of social media for both work and personal purposes, whether during work
hours or otherwise. The policy applies regardless of whether the social media is accessed
using our IT facilities and equipment or equipment belonging to members of staff.

Breach of this policy may result in disciplinary action up to and including dismissal.

Disciplinary action may be taken regardless of whether the breach is committed during working
hours and regardless of whether the School’s equipment or facilities are used for the purpose
of committing the breach. Any member of staff suspected of committing a breach of this policy
will be required to co-operate with our investigation, which may involve handing over relevant
passwords and login details.
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Staff may be required to remove internet postings which are deemed to constitute a breach of
this policy. Failure to comply with such a request may in itself result in disciplinary action.

Personnel Responsible for Implementing This Policy

The Governing Body have overall responsibility for the effective operation of this policy but
have delegated day-to-day responsibility for its operation to the Headteacher.

Responsibility for monitoring and reviewing the operation of this policy and making
recommendations for change to minimise risks also lies with the Headteacher in liaison with
the IT Manager.

All senior School Staff have a specific responsibility for operating within the boundaries of this
policy, ensuring that all staff understand the standards of behaviour expected of them and
taking action when behaviour falls below its requirements.

All School Staff are responsible for the success of this policy and should ensure that they take
the time to read and understand it. Any misuse of social media should be reported to the
Headteacher in the first instance. Questions regarding the content or application of this policy
should be directed by email to the Deputy Headteacher.

Compliance with Related Policies and Agreements

Social media should never be used in a way that breaches any of our other policies. If an
internet post would breach any of our policies in another forum, it will also breach them in an
online forum. For example, employees are prohibited from using social media to:

Breach our electronic information and communications systems policy;

Breach our obligations with respect to the rules of relevant regulatory bodies;

Breach any obligations they may have relating to confidentiality;

Breach our Disciplinary Rules;

Defame or disparage the School, its Staff, its pupils or parents, its affiliates, partners,

suppliers, vendors or other stakeholders;

e Harass or bully other Staff in any way or breach our Anti-harassment and bullying
policy;

e Unlawfully discriminate against other Staff or third parties or breach our Equal
Opportunities policy;

e Breach our Data Protection policy (for example, never disclose personal information
about a colleague online);

e Breach any other laws or ethical standards (for example, never use social media in a
false or misleading way, such as by claiming to be someone other than yourself or by
making misleading statements); and

e Breach our obligations for Keeping Children Safe in Education.

Staff should never provide references for other individuals on social or professional networking
sites, as such references, positive and negative, can be attributed to the School and create
legal liability for both the author of the reference and the organisation.

Staff who breach any of the above policies will be subject to disciplinary action up to and
including termination of employment.
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Personal Use of Social Media

Personal use of social media is never permitted during working time or by means of our
computers, networks and other IT resources and communications systems.

Staff should not use a work email address to sign up to any social media. Staff personal social
media pages should not make reference to their employment with the School.

Staff must not take photos or posts from social media that belong to the School for their own
personal use.

Monitoring

The contents of our IT resources and communications systems are the School’s property.
Therefore, staff should have no expectation of privacy in any message, files, data, document,
facsimile, telephone conversation, social media post conversation or message or any other
kind of information or communications transmitted to, received or printed from or stored or
recorded on our electronic information and communications systems.

The School reserves the right to monitor, intercept and review, without further notice, Staff
members activities using our IT resources and communications systems, including but not
limited to social media postings and activities, to ensure that our rules are being complied with
and for legitimate business purposes. By your acknowledgement of this policy consent to such
monitoring of this policy and your use of such resources and systems. This might include
without limitation, the monitoring, interception, accessing, recording, disclosing, inspecting,
reviewing, retrieving and printing of transactions, messages, communications, postings, log-
ins, recordings and other uses of the systems as well as keystroke capturing and other network
monitoring technologies.

The School may store copies of such data or communications for a period of time after they
are created and may delete such copies from time to time without notice.

All Staff are advised not to use our IT resources and communications systems for any matter
that he or she wishes to be kept private or confidential from the School.

Educational and Extra-Curricular Use of Social Media

If your duties require you to speak on behalf of the School in a social media environment, you
must follow the protocol outlined below.

The Headteacher may require you to undergo training before you use social media on behalf
of the School and impose certain requirements and restrictions with regard to your activities.

Likewise, if you are contacted for comments about the School for publication anywhere,
including in any social media outlet, you must direct the inquiry to the Headteacher and must
not respond without advanced written approval.

Recruitment

The School may use internet searches to perform pre employment checks on candidates in
the course of recruitment. Where the School does this, it will act in accordance with its data
protection and equal opportunities obligations.
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The following sections of the policy provide staff with common-sense guidelines and
recommendations for using social media responsibly and safely.

Responsible Use of Social Media

Photographs for use with social media:

Any photos for social media posts may only be taken using school cameras/devices or devices
that have been approved in advance by the Senior Leadership Team. Where any device is
used that does not belong to the School, all photos must be deleted immediately from the
device, once the photos have been uploaded to a device belonging to the School.

Staff protocol for use of social media:

Where any post is going to be made on the School’s own social media the following steps
must be taken:

1. Ensure that specific permission from the child’s parent/carer has been sought
before information is used on social media. Note: A parent/carer may have
provided permission for one social media platform but not another. Staff should
ensure that the appropriate permission is specific.

2. Ensure that there is no identifying information relating to a child/children in the post
- for example, any certificates in photos are blank/without names or the child’s
name cannot be seen on the piece of work. The School should seek additional
consent to include any names when posting on social media.

3. The post must be a positive and relevant post relating to the children, the good
work of staff, the School or any achievements.

4. Social Media can also be used to issue updates or reminders to parents/guardians.
The Headteacher will have overall responsibility for this. Should you wish for any
reminders to be issued you should contact the Communications Officer to ensure
that any post can be issued.

5. The proposed post must be presented to a member of the Senior Leadership Team
for confirmation that the post can ‘go live’ before it is posted on any social media
site.

6. The Communications Officer will post the information but all staff have
responsibility to ensure that the Social Media Policy has been adhered to.

7. Personal information shared/published on social media will be required to be
disclosed under a subject access request.

Protecting our business reputation:

Staff must not post disparaging or defamatory statements about:

The School,

Current, past or prospective Staff as defined in this policy
Current, past or prospective pupils

Parents, carers or families of (iii)

The School’s suppliers and services providers; and
Other affiliates and stakeholders.

Current, past or prospective governors

Staff should also avoid social media communications that might be misconstrued in a way that
could damage the School’s reputation, even indirectly.
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If Staff are using social media they should make it clear in any social media postings that they
are speaking on their own behalf. Staff should write in the first person and use a personal
rather than School e-mail address when communicating via social media.

Staff are personally responsible for what they communicate in social media. Staff should be
mindful that what they publish might be available to be read by the masses (including the
School itself, future employers and social acquaintances) for a long time. Staff should keep
this in mind before they post content.

If Staff disclose directly or indirectly their affiliation to the School as a member of Staff whether
past, current or prospective, they must also state that their views do not represent those of the
School.

Staff must ensure that their profile and any content posted are consistent with the professional
image they are required to present to colleagues, pupils and parents.

Staff must avoid posting comments about confidential or sensitive School related topics. Even
if Staff make it clear that their views on such topics do not represent those of the School, such
comments could still damage the School’s reputation and incur potential liability.

If a member of Staff is uncertain or concerned about the appropriateness of any statement or
posting, they should refrain from making the communication until they have discussed it with
his/her Line Manager or Head of Department.

If a member of Staff sees content on social media that disparages or reflects poorly on the
School including its Staff, pupils, parents, service providers, stakeholders or governors, they
are required to report this in the first instance to the Headteacher without unreasonable delay.
All staff are responsible for protecting the School’s reputation.

Respecting intellectual property and confidential information:

Staff should not do anything to jeopardise School confidential information and intellectual
property through the use of social media.

In addition, Staff should avoid misappropriating or infringing the intellectual property of other
School’s, organisations, companies and individuals, which can create liability for the School
as well as the individual author.

Staff must not use the School’s logos, brand names, slogans or other trademarks, or post any
of our confidential or proprietary information without express prior written permission from the
Headteacher.

To protect yourself and the School against liability for copyright infringement, the Staff member
should, where appropriate, reference sources of particular information you post or upload and
cite them accurately. If you have any questions about whether a particular post or upload might
violate anyone's copyright or trademark, ask the Headteacher in the first instance before
making the communication.

Respecting colleaques, pupils, parents, clients, service providers and stakeholders:

Staff must not post anything that their colleagues (past and/or current), pupils (prospective
and/or current), parents, service provider, stakeholders or governors may find offensive,
including discriminatory comments, insults or obscenity.
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Staff must not post anything relating to colleagues (past and/or current) or pupils, parents
(prospective and/or current) service providers, stakeholders or governors without their
advanced written permission.

Monitoring and Review of This Policy

The School Business Manager together with the Headteacher shall be responsible for
reviewing this policy from time to time to ensure that it meets legal requirements and reflects
best practice. The Board of Governors has responsibility for approving any amendments
prior to implementation.

The Headteacher has responsibility for ensuring that any person who may be involved with
administration or investigations carried out under this policy receives regular and appropriate
training to assist them with these duties.

If Staff have any questions about this policy or suggestions for additions that they would like

to be considered on review, they may do so by emailing the School Business Manager in the
first instance.
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Cyber Security Policy

Introduction

Cyber security has been identified as a risk for the School and every employee needs to
contribute to ensure data security.

The School has invested in technical cyber security measures but we also need our

employees to be vigilant and to act to protect the School IT systems.
The IT Lead is responsible for cyber security within the School.
If you are an employee, you may be liable to disciplinary action if you breach this policy.

This policy supplements other data management and security policies, namely our Data
Protection Policy, Data Breach Policy, Information Security Policy, Acceptable Use Policy, and

Electronic Information and Communications Policy.

Purpose and Scope

The purpose of this document is to establish systems and controls to protect the School from
cyber criminals and associated cyber security risks, as well as to set out an action plan should
the School fall victim to cyber-crime.

This policy is relevant to all staff.

What is Cyber-Crime?

Cyber-crime is simply a criminal activity carried out using computers or the internet including

hacking, phishing, malware, viruses or ransom attacks.

The following are all potential consequences of cyber-crime which could affect an individual

and/or individuals:

cost;

confidentiality and data protection;
potential for regulatory breach;
reputational damage;

business interruption; and
structural and financial instability.

Cyber-Crime Prevention

Given the seriousness of the consequences noted above, it is important for the School to take

preventative measures and for staff to follow the guidance within this policy.
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This cyber-crime policy sets out the systems we have in place to mitigate the risk of cyber-

crime. The IT Lead can provide further details of other aspects of the Schoolrisk assessment

process upon request.

The School have put in place a number of systems and controls to mitigate the risk of falling

victim to cyber-crime. These include technology solutions as well as controls and guidance for

staff.

Technology Solutions

The School have implemented the following technical measures to protect against cyber-

crime;

firewalls;

anti-virus software;

anti-spam software;

auto or real-time updates on our systems and applications;
URL filtering;

secure data backup;

encryption;

deleting or disabling unused/unnecessary user accounts;
deleting or disabling unused/unnecessary software;
using strong passwords; and

disabling auto-run features.

Controls and Guidance for Staff

¢ All staff must follow the policies related to cyber-crime and cyber security as listed
in this policy.

o All staff will be provided with training at induction and refresher training as
appropriate; when there is a change to the law, regulation or policy; where
significant new threats are identified and in the event of an incident affecting the
School or any third parties with whom we share data.

o All staff must:

O
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Choose strong passwords (the School’'s IT team advises that a strong
password contains [list of types of characters, password length etc. as
permitted by your IT systems]);

keep passwords secret; never reuse a password; never allow any other
person to access the school's systems using your login details;

not turn off or attempt to circumvent any security measures (antivirus
software, firewalls, web filtering, encryption, automatic updates etc.) that
the IT team have installed on their computer, phone or network or the
School IT systems;

report any security breach, suspicious activity or mistake made that may
cause a cyber security breach, to the School Business Manager as soon
as practicable from the time of the discovery or occurrence. If your concern
relates to a data protection breach you must follow our Data Breach Policy;
only access work systems using computers or phones that the School
owns.



O

Staff may only connect personal devices to the staff Wi-Fi provided; not
install software onto your School computer or phone. All software requests
should be made to the IT Lead;

and avoid clicking on links to unknown websites, downloading large files or
accessing inappropriate content using School equipment and/or networks.

e The School considers the following actions to be a misuse of its IT systems or
resources:

O

O

any malicious or illegal action carried out against the School or using the
School’s systems;

accessing inappropriate, adult or illegal content within School premises or
using School equipment;

excessive personal use of School’s IT systems during working hours;
removing data or equipment from School premises or systems without
permission, or in circumstances prohibited by this policy;

using School equipment in a way prohibited by this policy;

circumventing technical cyber security measures implemented by the
School’s IT team; and

failing to report a mistake or cyber security breach.

Cyber-Crime Incident Management Plan

The incident management plan consists of four main stages:

1. Containment and recovery: To include investigating the breach, utilising appropriate

staff to mitigate damage and where possible, to recover any data lost.

2. Assessment of the ongoing risk: To include confirming what happened, what data has

been affected and whether the relevant data was protected. The nature and sensitivity

of the data should also be confirmed and any consequences of the breach/attack

identified.

3. Notification: To consider whether the cyber-attack needs to be reported to regulators

(for example, the ICO and National Crime Agency) and/or colleagues/parents as

appropriate.

4. Evaluation and response: To evaluate future threats to data security and to consider

any improvements that can be made.

Where it is apparent that a cyber security incident involves a personal data breach, the School

will invoke their Data Breach Policy rather than follow out the process above.
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Cookie Policy

Introduction

We ask that you read this cookie policy carefully as it contains important information on the

use of cookies on our website.

What are Cookies?

Cookies are small data files that are placed on your computer or mobile device when you visit
a website. Cookies are widely used by online service providers to help build a profile of users.
They are also used to make websites work, or work more efficiently, as well as to provide
information to the owners of the site. Some of this data will be aggregated or statistical, which
means that we will not be able to identify you individually.

You can set your browser not to accept cookies and the information below explains how to
remove cookies from your browser. However, some of our website features may not function

as a result.

Types of Cookies

The cookies we place on your device fall into the following categories:

. Session _cookies — these cookies allow our website to link your actions during a

particular browser session. They expire each time you close your browser and do not

remain on your device afterwards.

. Persistent cookies — these cookies are stored on your device in between browser

sessions. They allow your preferences or actions across our website to be
remembered. They will remain on your device until they expire, or until you delete them

from your cache.

. Strictly necessary cookies — these cookies are essential for you to be able to

navigate our website and use its features. Without these cookies, the services you

have asked for could not be provided.

. Performance cookies — these cookies collect information about how you use our

website, e.g., which pages you visit most often. These cookies do not collect personally
identifiable information about you. All information collected by these cookies is

aggregated and anonymous and is only used to improve how our website works.
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. Functionality cookies — these cookies allow our website to remember the choices

you make (such as your username, language, last action and search preferences) and
provide enhanced, more personal features. The information collected by these cookies

is anonymous and cannot track your browsing activity on other websites.

The Cookies We Use

The tables below provide more information about the cookies our website provider
ededucation uses — it is noted this information is taken from the Privacy Notice also found on

the School’s website.

Strictly Necessary Cookies

These cookies are necessary for the website to function and cannot be switched off in our
systems. They are usually only set in response to actions made by you which amount to
a request for services, such as setting your privacy preferences, logging in or filling in

forms.

You can set your browser to block or alert you about these cookies, but some parts of the

site will not then work. These cookies do not store any personally identifiable information.

Categories Provider Cookies

ededucation e Cookies Allowe
Allowed Cookies

This cookie is used to
determine whether the user

allows cookies or not.

Targeting Cookies

These cookies may be set through our site by our advertising partners. They may be used
by those companies to build a profile of your interests and show you relevant adverts on

other sites.

They do not store directly personal information, but are based on uniquely identifying your
browser and internet device. If you do not allow these cookies, you will experience less

targeted advertising.
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Categories Provider Cookies

e ga
Google Analytics google.com o _g:adt

[ J
Google Analytics gathers R K?\/IP TOKEN
information allowing us to o utma.
understand interactions e utmt
with  our websites and e utmb
ultimately refine that —
experience to better serve e __utme
you. e  UuUtmz

e  utmv

e _ utmx

e _ utmxx
Google Maps
Most Google users will < NID

google.com

have a preferences cookie
called 'NID' in their
browsers. A browser sends
this cookie with requests to
Google's sites. The NID
cookie contains a unique ID
Google uses to remember
your preferences and other
information.

How We Use Your Cookies

The School may request cookies to be set on your computer or device. Cookies are used to
let us know when you visit our website, how you interact with us and to make your experience
using the school website better for you. The cookies we collect may differ depending on what
you are looking at on our website. You are able to adapt your cookie preferences but by
blocking certain types of cookies, it may mean that your experience on the website is
impacted.

Consent to Use Cookies

We will ask for your permission (consent) to place cookies or other similar technologies on
your device, except where they are essential to provide you with a service that you have
requested (e.g., to enable you to put items in your shopping basket and to use our check-out

process).

There is a notice on our home page which describes how we use cookies and requests your

consent to place cookies on your device.
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How to Turn Off Cookies

If you do not want to accept cookies, you can change your browser settings so that cookies
are not accepted. If you do this, please be aware that you may lose some of the functionality
of this website. For further information about cookies and how to disable them please go to
the Information Commissioner's webpage on cookies: https://ico.org.uk/for-the-
public/online/cookies/. You can disable cookies yourself by following the steps at this link:
https://www.aboutcookies.org.uk/managing-cookies
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Privacy Notice for Pupils and Parents

Introduction

This privacy notice describes how we collect and use personal information about pupils, in
accordance with the UK General Data Protection Regulation (UK GDPR), section 537A of the
Education Act 1996 and section 83 of the Children Act 1989.

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is
retained EU law and known as UK GDPR. The UK GDPR sits alongside an amended version
of the Data Protection Act 2018 that relate to general personal data processing, powers of the
Information Commissioner and sanctions and enforcement. The GDPR as it continues to apply
in the EU is known as EU GDPR.

This notice applies to all pupils and parents.

Who Collects This Information?

Tetherdown Primary School is a “data controller.” This means that we are responsible for
deciding how we hold and use personal information about pupils and parents.

Under data protection legislation we are required to notify you of the information contained in
this privacy notice. This notice does not form part of any contract of employment or other
contract to provide services and we may update this notice at any time.

It is important that you read this notice, together with any other policies mentioned within this
privacy notice. This will assist you with understanding how we process your information and
the procedures we take to protect your personal data.

Data Protection Principles

We will comply with the data protection principles when gathering and using personal
information, as set out in our data protection policy.

Categories of Pupil Information We Collect, Process, Hold and Share

We may collect, store and use the following categories of personal information about you:

e Personal information such as name, pupil number, date of birth, gender and contact
information;

e Emergency contact and family lifestyle information such as names, relationship, phone
numbers and email addresses;

e Characteristics (such as ethnicity, language, nationality, country of birth and free
school meal eligibility);

e Attendance details (such as sessions attended, number of absences and reasons for

absence);

Performance and assessment information;

Behavioural information (including exclusions);

Special educational needs information;

Relevant medical information;

Special categories of personal data (including ethnicity, relevant medical information,

special educational needs information);

e Images of pupils engaging in school activities, and images captured by the School’s
CCTV system;

e Information about the use of our IT, communications and other systems, and other
monitoring information;
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Collecting this Information

Whilst the majority of information you provide to us is mandatory, some of it is provided to us
on a voluntary basis. To comply with the UK General Data Protection Regulation, we will
inform you whether you are required to provide certain pupil information to us or if you have a
choice in this.

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your working relationship with

us.

How We Use Your Personal Information

We hold pupil data and use it for:

Pupil selection (and to confirm the identity of prospective pupils and their parents);
Providing education services and extra-curricular activities to pupils, and monitoring
pupils' progress and educational needs;

Informing decisions such as the funding of schools;

Assessing performance and to set targets for schools;

Safeguarding pupils' welfare and providing appropriate pastoral (and where necessary
medical) care;

Support teaching and learning;

Giving and receive information and references about past, current and prospective
pupils, and to provide references to potential employers of past pupils;

Managing internal policy and procedure;

Enabling pupils to take part in assessments, to publish the results of examinations and
to record pupil achievements;

To carry out statistical analysis for diversity purposes;

Legal and regulatory purposes (for example child protection, diversity monitoring and
health and safety) and to comply with legal obligations and duties of care;

Enabling relevant authorities to monitor the school's performance and to intervene or
assist with incidents as appropriate;

Monitoring use of the school's IT and communications systems in accordance with the
school's IT security policy;

Making use of photographic images of pupils in school publications, on the school
website and on social media channels;

Security purposes, including CCTV; and

Where otherwise reasonably necessary for the school's purposes, including to obtain
appropriate professional advice and insurance for the school.

The Lawful Bases on which we use this Information

We will only use your information when the law allows us to. Most commonly, we will use your
information in the following circumstances:

Consent: the individual has given clear consent to process their personal data for a
specific purpose;

Contract: the processing is necessary for a contract with the individual,

Legal obligation: the processing is necessary to comply with the law (not including
contractual obligations);

Vital interests: the processing is necessary to protect someone’s life.

Public task: the processing is necessary to perform a task in the public interest or for
official functions, and the task or function has a clear basis in law; and
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o The Education Act 1996: for Departmental Censuses 3 times a year. More information
can be found at: https://www.gov.uk/education/data-collection-and-censuses-for-
schools.

We need all the categories of information in the list above primarily to allow us to comply with
legal obligations. Please note that we may process information without knowledge or consent,
where this is required or permitted by law.

How we use particularly sensitive personal information

Special categories of particularly sensitive personal information, such as information about
your health, racial or ethnic origin, sexual orientation, or biometrics require higher levels of
protection. We need to have further justification for collecting, storing and using this type of
personal information. We have in place an appropriate policy document and safeguards
which we are required by law to maintain when processing such data. We may process
special categories of personal information in the following circumstances:

¢ In limited circumstances, with your explicit written consent.

¢ Where we need to carry out our legal obligations in line with our data protection
policy.

o Where it is needed in the public interest, such as for equal opportunities monitoring.

o Where it is necessary to protect you or another person from harm.

Less commonly, we may process this type of information where it is needed in relation to
legal claims or where it is needed to protect your interests (or someone else's interests) and
you are not capable of giving your consent, or where you have already made the information
public.

Sharing Data

We may need to share your data with third parties where it is necessary. There are strict
controls on who can see your information. We will not share your data if you have advised us
that you do not want it shared unless it's the only way, we can make sure you stay safe and
healthy, or we are legally required to do so.

We share pupil information with:

o the Department for Education (DfE) - on a statutory basis under section 3 of The
Education (Information About Individual Pupils) (England) Regulations 2013;
Ofsted;

Other Schools that pupils have attended/will attend;

NHS;

Welfare services (such as social services);

Law enforcement officials such as police, HMRC;

Local Authority Designated Officer;

Professional advisors such as lawyers and consultants;

Support services (including insurance, IT support, information security);
Providers of learning software such as [e.g., Timetables Rockstar, Edukey] and
The Local Authority.

The Department for Education request regular data sharing on pupil attendance to help
support those vulnerable students and to assist with intervention strategies. Further
information on how the Department for Education collects this data will be made available on
the school website.

Information will be provided to those agencies securely or anonymised where possible.
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The recipient of the information will be bound by confidentiality obligations, we require them
to respect the security of your data and to treat it in accordance with the law.

We do not share information about our pupils with anyone without consent unless otherwise
required by law.

Retention Periods

Except as otherwise permitted or required by applicable law or regulation, the school only
retains personal data for as long as necessary to fulfil the purposes they collected it for, as
required to satisfy any legal, accounting or reporting obligations, or as necessary to resolve
disputes.

Information about how we retain information can be found in our Data Retention policy. This
document can be found within this suite of policies.

Security

We have put in place measures to protect the security of your information (i.e., against it being
accidentally lost, used, or accessed in an unauthorised way).

The National Pupil Database

The NPD is owned and managed by the Department for Education and contains information
about pupils in schools in England. It provides invaluable evidence on educational
performance to inform independent research, as well as studies commissioned by the
Department. It is held in electronic format for statistical purposes. This information is securely
collected from a range of sources including schools, local authorities and awarding bodies.

We are required by law, to provide information about our pupils to the DfE as part of statutory
data collections such as the school census and early years’ census. Some of this information
is then stored in the NPD. The law that allows this is the Education (Information About
Individual Pupils) (England) Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-
pupil-database-user-guide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by:

e conducting research or analysis
e producing statistics
e providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data.
Decisions on whether DfE releases data to third parties are subject to a strict approval process
and based on a detailed assessment of:

who is requesting the data?

the purpose for which it is required

the level and sensitivity of data requested: and

the arrangements in place to store and handle the data

To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

For more information about the department’'s data sharing process, please Vvisit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
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For information about which organisations the department has provided pupil information, (and
for which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe

Under data protection legislation, parents and pupils have the right to request access to
information about them that we hold. To make a request for your personal information, or be
given access to your child’s education record, contact the School Business Manager.

Requesting Access to your Personal Data

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights). This is
another appropriate security measure to ensure that personal information is not disclosed to
any person who has no right to receive it.

If you want to request information, please see our Subject Access Request policy, for the
procedures we take.

Right to Withdraw Consent

In circumstances where you may have provided your consent to the collection, processing and
transfer of your personal information for a specific purpose, you have the right to withdraw
your consent for that specific processing at any time. To withdraw your consent, please contact
the Administration Team. Once we have received notification that you have withdrawn your
consent, we will no longer process your information for the purpose or purposes you originally
agreed to, unless we have another legitimate basis for doing so in law.

Contact

If you would like to discuss anything within this privacy notice or have a concern about the
way we are collecting or using your personal data, we request that you raise your concern
with the School Business Manager in the first instance.

We have appointed a data protection officer (DPO) to oversee compliance with data protection
and this privacy notice. If you have any questions about how we handle your personal
information which cannot be resolve by the School Business Manager, then you can contact
the DPO on the details below:

Data Protection Officer: Judicium Consulting Limited

Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Lead Contact: Craig Stilwell

You have the right to make a complaint at any time to the Information Commissioner’s Office,
the UK supervisory authority for data protection issues at https://ico.org.uk/concerns.

Changes to this Privacy Notice

We reserve the right to update this privacy notice at any time, and we will provide you with a
new privacy notice when we make any substantial updates. We may also notify you in other
ways from time to time about the processing of your personal information.

Page 77 of 100


https://www.gov.uk/government/publications/national-pupil-database-requests-received
https://www.gov.uk/contact-dfe
mailto:dataservices@judicium.com

Privacy Notice For Staff

Introduction

This privacy notice describes how we collect and use personal information about you during
and after your work relationship with us, in accordance with the UK General Data Protection
Regulation (UK GDPR).

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is
retained EU law and known as UK GDPR. The UK GDPR sits alongside an amended version
of the Data Protection Act 2018 that relate to general personal data processing, powers of the
Information Commissioner and sanctions and enforcement. The GDPR as it continues to apply
in the EU is known as EU GDPR.

It applies to all current and former employees, workers and contractors.
This notice applies to all current and former employees, workers and contractors.

Who Collects this Information?

Tetherdown Primary School is a “data controller.” This means that we are responsible for
deciding how we hold and use personal information about you.

We are required under data protection legislation to notify you of the information contained in
this privacy notice. This notice does not form part of any contract of employment or other
contract to provide services and we may update this notice at any time.

It is important that you read this notice with any other policies mentioned within this privacy
notice, so that you understand how we are processing your information and the procedures
we take to protect your personal data.

Data Protection Principles

We will comply with the data protection principles when gathering and using personal
information, as set out in our data protection policy.

Categories of Information we Collect, Process, Hold and Share

We may collect, store and use the following categories of personal information about you:

¢ Personal information and contact details such as name, title, addresses, date of birth,
marital status, phone numbers and personal email addresses;

e Emergency contact information such as names, relationship, phone numbers and
email addresses;

¢ Information collected during the recruitment process that we retain during your
employment including references, proof of right to work in the UK, application form,
CV, qualifications;

¢ Employment contract information such as start dates, hours worked, post, roles;
Education and training details;

o Details of salary and benefits including payment details, payroll records, tax status
information, national insurance number, pension and benefits information;

o Details of any dependants;

e Your nationality and immigration status and information from related documents,
such as your passport or other identification and immigration information;

¢ Information in your sickness and absence records such as number of absences and
reasons(including sensitive personal information regarding your physical and/or
mental health);

e Criminal records information as required by law to enable you to work with children;

e Your trade union membership;
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Information on grievances raised by or involving you;

Information on conduct and/or other disciplinary issues involving you;

Details of your appraisals, performance reviews and capability issues;

Details of your time and attendance records;

Information about the use of our IT, communications and other systems, and other
monitoring information;

Details of your use of business-related social media;

Images of staff captured by the School’s CCTV system;

Your use of public social media (only in very limited circumstances, to check specific
risks for specific functions within the School, you will be notified separately if this is to
occur); and

Details in references about you that we give to other;

Recordings of staff from the School’s video conferencing platform

Your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs.

How we Collect this Information

We may collect this information from you in your application form, but we will also collect
information in a number of different ways. This could be through the Home Office, our pension
providers, medical and occupational health professionals we engage with, your trade union,
and even other employees. Information is also collected through CCTV, access control
systems and any IT system the school has in place.

How we use your Information

We will only use your personal information when the law allows us to. Most commonly, we will
use your information in the following circumstances:

Where we need to perform the contract we have entered into with you;

Where we need to comply with a legal obligation (such as health and safety legislation,
under statutory codes of practice and employment protection legislation);

Where it is needed in the public interest or for official purposes;

Where it is necessary for our legitimate interests (or those of a third party) and your
interests, rights and freedoms do not override those interests.

When you have provided us with consent to process your personal data.

We need all the categories of information in the list above primarily to allow us to perform our
contract with you and to enable us to comply with legal obligations.

The situations in which we will process your personal information are listed below:

To determine recruitment and selection decisions on prospective employees;

In order to carry out effective performance of the employees contract of employment
and to maintain employment records;

To comply with regulatory requirements and good employment practice;

To carry out vetting and screening of applicants and current staff in accordance with
regulatory and legislative requirements;

Enable the development of a comprehensive picture of the workforce and how it is
deployed and managed,

To enable management and planning of the workforce, including accounting and
auditing;

Personnel management including retention, sickness and attendance;

Performance reviews, managing performance and determining performance
requirements;

In order to manage internal policy and procedure;

Human resources administration including pensions, payroll and benefits;
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e To determine qualifications for a particular job or task, including decisions about
promotions;

Evidence for possible disciplinary or grievance processes;

¢ Complying with legal obligations;

To monitor and manage staff access to our systems and facilities in order to protect
our networks, the personal data of our employees and for the purposes of
safeguarding;

e To monitor and protect the security of our network and information, including
preventing unauthorised access to our computer network and communications
systems and preventing malicious software distribution;

e Education, training and development activities;

To monitor compliance with equal opportunities legislation;

To answer questions from insurers in respect of any insurance policies which relate to

you;

Determinations about continued employment or engagement;

Arrangements for the termination of the working relationship;

Dealing with post-termination arrangements;

Health and safety obligations;

Prevention and detection of fraud or other criminal offences; and

To defend the School in respect of any investigation or court proceedings and to

comply with any court or tribunal order for disclosure.

Further information on the monitoring we undertake in the workplace and how we do this is
available within this suite of policies.

Some of the above grounds for processing will overlap and there may be several grounds
which justify our use of your personal information.

If you fail to provide certain information when requested, we may not be able to perform the
contract we have entered into with you, or we may be prevented from complying with our legal
obligations.

We will only use your personal information for the purposes for which we collected it, unless
we reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose.

How we use Particularly Sensitive Information

Sensitive personal information (as defined under the UK GDPR as “special category data”)
require higher levels of protection and further justification for collecting, storing and using this
type of personal information. We may process this data in the following circumstances:

¢ In limited circumstances, with your explicit written consent;

¢ Where we need to carry out our legal obligations in line with our data protection policy;
Where it is needed in the public interest, such as for equal opportunities monitoring (or
in relation to our pension scheme);

e Where it is needed to assess your working capacity on health grounds, subject to
appropriate confidentiality safeguards. Less commonly, we may process this type of
information where it is needed in relation to legal claims or where it is necessary to
protect your interests (or someone else’s interests) and you are not capable of giving
your consent.

We will use this information in the following ways:

e Collecting information relating to leave of absence, which may include sickness
absence or family related leave;
o To comply with employment and other laws;
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e Collecting information about your physical or mental health, or disability status, to
ensure your health and welfare in the workplace and to assess your fitness to work, to
provide appropriate workplace adjustments, to manage sickness absence and to
administer benefits;

e Collecting information about your race or national or ethnic origin, religious,
philosophical or moral beliefs, or sexual life or sexual orientation, to ensure meaningful
equal opportunity monitoring and reporting.

e To record trade union membership information to pay trade union premiums and to
comply with employment law obligations.

Criminal Convictions

We may only use information relating to criminal convictions where the law allows us to do so.
This will usually be where it is necessary to carry out our legal obligations. We will only collect
information about criminal convictions if it is appropriate given the nature of the role and where
we are legally able to do so.

Sharing Data

Where appropriate we will collect information about criminal convictions as part of the
recruitment process or we may be notified of such information directly by you in the course of
working for us.

We may need to share your data with third parties, including third party service providers
where required by law, where it is necessary to administer the working relationship with you
or where we have another legitimate interest in doing so. These include the following:

the Department for Education (DfE);

Ofsted,;

Prospective Employers;

Welfare services (such as social services);

Law enforcement officials such as police, HMRC;
LADO;

Training providers;

Professional advisors such as lawyers and consultants;
Support services (including HR support, insurance, IT support, information security,
pensions and payroll);

The Local Authority;

Occupational Health;

DBS;

Recruitment and supply agencies; and

Information will be provided to those agencies securely or anonymised where possible.

The recipient of the information will be bound by confidentiality obligations, we require them
to respect the security of your data and to treat it in accordance with the law.

Retention Periods

Except as otherwise permitted or required by applicable law or regulation, the School only
retains personal data for as long as necessary to fulfil the purposes they collected it for, as
required to satisfy any legal, accounting or reporting obligations, or as necessary to resolve
disputes.

Once you are no longer a staff member at the school we will retain and securely destroy your
personal information in accordance with our data retention policy. This can be found within
this suite of policies.
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Security

We have put in place measures to protect the security of your information (i.e. against it being
accidentally lost, used or accessed in an unauthorised way). In addition, we limit access to
your personal information to those employees, agents, contractors and other third parties who
have a business need to know. Details of these measures are available within this suite of
policies.

You can find further details of our security procedures within our Data Breach policy and our
Information Security policy, which can be found within this suite of policies.

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your working relationship with
us.

Your Rights of Access, Correction, Erasure and Restriction

Under certain circumstances, by law you have the right to:

e Access your personal information (commonly known as a “subject access request”).
This allows you to receive a copy of the personal information we hold about you and
to check we are lawfully processing it. You will not have to pay a fee to access your
personal information. However, we may charge a reasonable fee if your request for
access is clearly unfounded or excessive. Alternatively, we may refuse to comply with
the request in such circumstances.

e Correction of the personal information we hold about you. This enables you to have
any inaccurate information we hold about you corrected.

e Erasure of your personal information. You can ask us to delete or remove personal
data if there is no good reason for us continuing to process it.

e Restriction of processing your personal information. You can ask us to suspend
processing personal information about you in certain circumstances, for example, if
you want us to establish its accuracy before processing it.

e To object to processing in certain circumstances (for example for direct marketing
purposes).

e To transfer your personal information to another party.

If you want to exercise any of the above rights, please contact the School Business Manager
in writing.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights).

Right to Withdraw Consent

In the limited circumstances where you may have provided your consent to the collection,
processing and transfer of your personal information for a specific purpose, you have the right
to withdraw your consent for that specific processing at any time. To withdraw your consent,
please contact the Administration Team. Once we have received notification that you have
withdrawn your consent, we will no longer process your information for the purpose or
purposes you originally agreed to, unless we have another legitimate basis for doing so in law.

We hope that the School Business Manager can resolve any query you raise about our use of
your information in the first instance.

We have appointed a data protection officer (DPO) to oversee compliance with data protection
and this privacy notice. If you have any questions about how we handle your personal
information which cannot be resolve by the School Business Manager, then you can contact
the DPO on the details below: -
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Data Protection Officer: Judicium Consulting Limited

Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Lead Contact: Craig Stilwell

How to Raise a Concern

You have the right to make a complaint at any time to the Information Commissioner’s Office,
the UK supervisory authority for data protection issues.

Changes to this Privacy Notice

We reserve the right to update this privacy notice at any time, and we will provide you with a
new privacy notice when we make any substantial updates. We may also notify you in other
ways from time to time about the processing of your personal
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Privacy Notice for Job Applicants

Introduction

This privacy notice describes how we collect and use personal information about you during
and after your work relationship with us, in accordance with the UK General Data Protection
Regulation (UK GDPR).

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is
retained EU law and known as UK GDPR. The UK GDPR sits alongside an amended
version of the Data Protection Act 2018 that relate to general personal data processing,
powers of the Information Commissioner, and sanctions and enforcement. The GDPR as it
continues to apply in the EU is known as EU GDPR

Successful candidates should refer to our privacy notice for staff for information about how
their personal data is stored and collected.

Who Collects this Information

Tetherdown Primary School is a “data controller.” This means that we are responsible for
deciding how we hold and use personal information about you.

Under data protection legislation we are required to notify you of the information contained in
this privacy notice. This notice does not form part of any contract of employment or other
contract to provide services and we may update this notice at any time.

It is important that you read this notice, together with any other policies mentioned within this
privacy notice. This will assist you with understanding how we process your information and
the procedures we take to protect your personal data.

Data Protection Principles

We will comply with the data protection principles when gathering and using personal
information, as set out in our data protection policy.

Categories of Information We Collect, Process, Hold and Share

We may collect, store, and use the following categories of personal information about you up
to the shortlisting stage of the recruitment process: -

e Personal information and contact details such as name, title, addresses, date of birth,
marital status, phone numbers and personal email addresses;

e Emergency contact information such as names, relationship, phone numbers and
email addresses;

¢ Information collected during the recruitment process that we retain during your
employment including proof of right to work in the UK, information entered on the
application form, CV, qualifications;

e Details of your employment history including job titles, salary and working hours;
Information regarding your criminal record as required by law to enable you to work
with children;

e Details of your referees and references;

o Details collected through any pre-employment checks including online searches for
data;

e Your racial or ethnic origin, sex, and sexual orientation, religious or similar beliefs.

We may also collect information after the shortlisting and interview stage to make a final
decision on where to recruit, including criminal record information, references, information
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regarding qualifications. We may also ask about details of any conduct, grievance or
performance issues, appraisals, time, and attendance from references provided by you.

How We Collect this Information

We may collect this information from you, your referees, your education provider, by searching
online resources, from relevant professional bodies the Home Office and from the DBS.

How We Use Your Information

We will only use your personal information when the law allows us to. Most commonly, we will
use your information in the following circumstances:

Where we need to take steps to enter a contract with you;

¢ Where we need to comply with a legal obligation (such as health and safety legislation,
under statutory codes of practice and employment protection legislation);

o Where it is needed in the public interest or for official purposes;
Where it is necessary for our legitimate interests (or those of a third party) and your
interests, rights and freedoms do not override those interests.

o Where you have provided your consent for us to process your personal data.

Generally, the purpose of us collecting your data is to enable us to facilitate safe recruitment
and determine suitability for the role. We also collect data to carry out equal opportunities
monitoring and to ensure appropriate access arrangements are put in place if required.

If you fail to provide certain information when requested, we may not be able to take the steps
to enter a contract with you, or we may be prevented from complying with our legal obligations.

We will only use your personal information for the purposes for which we collected it, unless
we reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose.

How We Use Particularly Sensitive Information

Sensitive personal information (as defined under the UK GDPR as “special category data”)
require higher levels of protection and further justification for collecting, storing, and using this
type of personal information. We may process this data in the following circumstances:

¢ In limited circumstances, with your explicit written consent;
Where we need to carry out our legal obligations in line with our data protection policy;

o Where itis needed in the public interest, such as for equal opportunities monitoring (or
in relation to our pension scheme);

e Where it is needed in relation to legal claims or where it is necessary to protect your
interests (or someone else’s interests) and you are not capable of giving your consent.

Criminal Convictions

We may only use information relating to criminal convictions where the law allows us to do so.
This will usually be where it is necessary to carry out our legal obligations. We will only collect
information about criminal convictions if it is appropriate given the nature of the role and where
we are legally able to do so.

Where appropriate we will collect information about criminal convictions as part of the
recruitment process or we may be notified of such information directly by you in the course of
working for us.
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Sharing Data

We may need to share your data with third parties, including third party service providers
where required by law, where it is necessary to administer the working relationship with you
or where we have another legitimate interest in doing so.

These include the following: -

e Academic or regulatory bodies to validate qualifications/experience (for example the
teaching agency);

Referees;

Other schools;

DBS; and

Recruitment and supply agencies.

our Local Authority to meet our legal obligations for sharing data with it;

We may also need to share some of the above categories of personal information with other
parties, such as HR consultants and professional advisers. Usually, information will be
anonymised, but this may not always be possible. The recipients of the information will be
bound by confidentiality obligations. We may also be required to share some personal
information with our regulators or as required to comply with the law.

Retention Periods

Except as otherwise permitted or required by applicable law or regulation, the school only
retains personal data for as long as necessary to fulfil the purposes they collected it for, as
required to satisfy any legal, accounting or reporting obligations, or as necessary to resolve
disputes.

Once we have finished recruitment for the role you applied for, we will then store your
information in accordance with our Retention Policy. This can be found within this Suite f
Policies.

Security

We have put in place measures to protect the security of your information (i.e., against it being
accidentally lost, used, or accessed in an unauthorised way). In addition, we limit access to
your personal information to those employees, agents, contractors and other third parties who
have a business need to know. Details of these measures are available within this suite of
policies.

You can find further details of our security procedures within our Data Breach policy and our
Information Security policy, which can be found within this suite of policies.

Your Rights of Access, Correction, Erasure and Restriction

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your working relationship with
us.

Under certain circumstances by law, you have the right to:

e Access your personal information (commonly known as a “subject access request”).
This allows you to receive a copy of the personal information we hold about you and
to check we are lawfully processing it. You will not have to pay a fee to access your
personal information. However, we may charge a reasonable fee if your request for
access is clearly unfounded or excessive. Alternatively, we may refuse to comply with
the request in such circumstances.
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e Correction of the personal information we hold about you. This enables you to have
any inaccurate information we hold about you corrected.

e FErasure of your personal information. You can ask us to delete or remove personal
data if there is no good reason for us continuing to process it.

e Restriction of processing your personal information. You can ask us to suspend
processing personal information about you in certain circumstances, for example, if
you want us to establish its accuracy before processing it.

e To object to processing in certain circumstances (for example for direct marketing
purposes).

e To transfer your personal information to another party.

If you want to exercise any of the above rights, please contact the Administration Team in
writing.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights).

Right to Withdraw Consent

In the limited circumstances where you may have provided your consent to the collection,
processing, and transfer of your personal information for a specific purpose, you have the right
to withdraw your consent for that specific processing at any time. To withdraw your consent,
please contact the Administration Team. Once we have received notification that you have
withdrawn your consent, we will no longer process your information for the purpose or
purposes you originally agreed to, unless we have another legitimate basis for doing so in law.

How to Raise a Concern

We hope that the School Business Manager can resolve any query you raise about our use of
your information in the first instance.

We have appointed a data protection officer (DPO) to oversee compliance with data protection
and this privacy notice. If you have any questions about how we handle your personal
information which cannot be resolve by the School Business Manager, then you can contact
the DPO on the details below: -

Data Protection Officer: Judicium Consulting Limited

Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Lead Contact: Craig Stilwell

You have the right to make a complaint at any time to the Information Commissioner’s Office,
the UK supervisory authority for data protection issues.
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Privacy Notice for Governors and Volunteers

Introduction

This privacy notice describes how we collect and use personal information about you, during
and after your work relationship with us, in accordance with the UK General Data Protection
Regulation (UK GDPR).

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is
retained EU law and known as UK GDPR. The UK GDPR sits alongside an amended version
of the Data Protection Act 2018 that relate to general personal data processing, powers of the
Information Commissioner and sanctions and enforcement. The GDPR as it continues to apply
in the EU is known as EU GDPR.

It applies to governors and volunteers.

Who Collects this Information

Tetherdown Primary School is a “data controller.” This means that we are responsible for
deciding how we hold and use personal information about you.

Under data protection legislation we are required to notify you of the information contained in
this privacy notice. This notice does not form part of any contract of employment or other
contract to provide services and we may update this notice at any time.

It is important that you read this notice, together with any other policies referenced within this
privacy notice, to be aware of how we process your personal data.

Data Protection Principles

We will comply with the data protection principles when gathering and using personal
information, as set out in our data protection policy.

Categories of Information We Collect, Process, Hold and Share

We may collect, store, and use the following categories of personal information about you:

e Personal information and contact details such as name, title, addresses, date of birth,
marital status, phone numbers and personal email addresses;

e Emergency contact information such as names, relationship, phone numbers and

email addresses;

Education details;

DBS details;

Employment details;

Information about business and pecuniary interests;

Information acquired as part of your application to become a governor;

Criminal records information as required by law to enable you to work with children;

Information about your use of our IT, communications and other systems, and other

monitoring information;

Photographs;

Images captured by the School’'s CCTV system;

Video recordings capture by the school’s video conferencing platform;

Your racial or ethnic origin, sex, and sexual orientation, religious or similar beliefs;

Details in references about you that we give to others.
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How We Collect this Information

The majority of the information that we collect from you is mandatory, however there is some
information that you can choose whether to provide it to us. Whenever we seek to collect
information from you, we make it clear whether you must provide this information (and if so,
what the possible consequences are of not complying), or whether you have a choice.

We may collect this information from you directly, or from a number of third-party sources,
such as other employees, the DBS, technical networks and so on.

How We Use Your Information

We will only use your personal information when the law allows us to. Most commonly, we will
use your information in the following circumstances:

o Where you have provided your consent;

e Where we need to perform the contract, we have entered with you;
Where we need to comply with a legal obligation (such as health and safety legislation
and under statutory codes of practice);

o Where it is needed in the public interest or for official purposes;

o Where it is necessary for our legitimate interests (or those of a third party) and your
interests, rights and freedoms do not override those interests.

The situations in which we will process your personal information are listed below: -

To determine appointment and suitability as a governor;

To deal with election of governors;

To comply with safeguarding obligations;

To provide details on our website or online databases about governors;

To communicate with third parties and other stakeholders to the school;

For business management and planning purposes (including accounting, budgetary
and health and safety purposes;

For financial purposes (such as expenses);

To deal with any complaints/investigations as required;

When you sit on a panel or committee, name, and comments as well as decisions
made;

To send communications in your role as governor;

For education, training, and development requirements;

To review governance of the school;

To comply with any legal dispute or any legal obligations;

To comply with regulatory requirements or health and safety obligations;

To ensure system security, including preventing unauthorised access to our
networks;

To monitor use of our systems to ensure compliance with our IT processes;
To receive advice from external advisors and consultants;

To liaise with regulatory bodies (such as the DfE, DBS); and

Dealing with termination of your appointment;

Further information on the monitoring we undertake in the workplace and how we do this is
available in this suite of policies.

If you fail to provide certain information when requested, we may be prevented from complying
with our legal obligations (such as to ensure health and safety). Where you have provided us
with consent to use your data, you may withdraw this consent at any time.

We will only use your personal information for the purposes for which we collected it, unless
we reasonably consider that we need to use it for another reason and that reason is compatible
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with the original purpose. If we need to use your personal information for an unrelated purpose,
we will notify you and we will explain the legal basis which allows us to do so.

How We Use Particularly Sensitive Information

Sensitive personal information (as defined under the UK GDPR as “special category data”)
require higher levels of protection and further justification for collecting, storing, and using this
type of personal information. We may process this data in the following circumstances: In
limited circumstances, with your explicit written consent;

e Where we need to carry out our legal obligations in line with our data protection policy;

o Where itis needed in the public interest, such as for equal opportunities monitoring (or
in relation to our pension scheme);

¢ Where it is needed in relation to legal claims or where it is necessary to protect your
interests (or someone else’s interests) and you are not capable of giving your consent.

Criminal Convictions

We may only use information relating to criminal convictions where the law allows us to do so.
This will usually be where it is necessary to carry out our legal obligations.

Where appropriate we will collect information about criminal convictions as part of the
recruitment process or we may be notified of such information directly by you in the course of
working for us.

Sharing Data

We may need to share your data with third parties, including third party service providers,
where required by law, where it is necessary to administer the working relationship with you
or where we have another legitimate interest in doing so. These include the following:

Government departments or agencies
The Local Authority

Suppliers and Service providers
Professional advisors and consultants
The Department for Education

Law enforcement

Support services;

DBS.

Information will be provided to those agencies securely or anonymised where possible.

The recipient of the information will be bound by confidentiality obligations, and we require
them to respect the security of your data and to treat it in accordance with the law.

Retention Periods

Except as otherwise permitted or required by applicable law or regulation, the school only
retains personal data for as long as necessary to fulfil the purposes they collected it for, as
required to satisfy any legal, accounting or reporting obligations, or as necessary to resolve
disputes.

Once you are no longer a governor or volunteer of the school we will retain and securely
destroy your personal information in accordance with our data retention policy. This can be
found within this suite of policies.

Security

We have put in place measures to protect the security of your information (i.e., against it being
accidentally lost, used, or accessed in an unauthorised way). In addition, we limit access to
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your personal information to those employees, agents, contractors and other third parties who
have a business need to know. Details of these measures are available within this suite of
policies.

You can find further details of our security procedures within our Data Breach policy and our
Information Security policy, which can be found within this suite of policies.

Your Rights of Access, Correction, Erasure and Restriction

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your working relationship with
us.

Under certain circumstances by law, you have the right to:

o Access your personal information (commonly known as a “subject access request”).
This allows you to receive a copy of the personal information we hold about you and
to check we are lawfully processing it. You will not have to pay a fee to access your
personal information. However, we may charge a reasonable fee if your request for
access is clearly unfounded or excessive. Alternatively, we may refuse to comply with
the request in such circumstances.

e Correction of the personal information we hold about you. This enables you to have
any inaccurate information we hold about you corrected.

e FErasure of your personal information. You can ask us to delete or remove personal
data if there is no good reason for us continuing to process it.

e Restriction of processing your personal information. You can ask us to suspend
processing personal information about you in certain circumstances, for example, if
you want us to establish its accuracy before processing it.

e To object to processing in certain circumstances (for example for direct marketing
purposes).

e To transfer your personal information to another party.

If you want to exercise any of the above rights, please contact the School Business Manager
in writing.

Right to Withdraw Consent

In the limited circumstances where you may have provided your consent to the collection,
processing, and transfer of your personal information for a specific purpose, you have the right
to withdraw your consent for that specific processing at any time. To withdraw your consent,
please contact the Administration Team. Once we have received notification that you have
withdrawn your consent, we will no longer process your information for the purpose or
purposes you originally agreed to, unless we have another legitimate basis for doing so in law.

How to Raise a Concern

We hope that the School Business Manager can resolve any query you raise about our use of
your information in the first instance.

We have appointed a data protection officer (DPO) to oversee compliance with data protection
and this privacy notice. If you have any questions about how we handle your personal
information which cannot be resolved by the School Business Manager, then you can contact
the DPO on the details below: -

Data Protection Officer: Judicium Consulting Limited

Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Lead Contact: Craig Stilwell
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You have the right to make a complaint at any time to the Information Commissioner’s Office,
the UK supervisory authority for data protection issues.

Changes to this Privacy Notice

We reserve the right to update this privacy notice at any time, and we will provide you with a
new privacy notice when we make any substantial updates. We may also notify you in other
ways from time to time about the processing of your personal information.
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Privacy Notice for Visitors and Contractors

Introduction

This privacy notice describes how we collect and use personal information about you during
and after your visit with us, in accordance with the UK General Data Protection Regulation
(UK GDPR).

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is
retained EU law and known as UK GDPR. The UK GDPR sits alongside an amended version
of the Data Protection Act 2018 that relate to general personal data processing, powers of the
Information Commissioner and sanctions and enforcement. The GDPR as it continues to apply
in the EU is known as EU GDPR.

It applies to all current and former visitors and contractors.

Who Collects this Information

Tetherdown Primary School is a “data controller.” This means that we are responsible for
deciding how we hold and use personal information about you.

We are required under data protection legislation to notify you of the information contained in
this privacy notice. This notice does not form part of a contract to provide services and we
may update this notice at any time.

It is important that you read this notice, with any other policies mentioned within this privacy
notice, so you understand how we are processing your information and the procedures we
take to protect your personal data.

Data Protection Principles

We will comply with the data protection principles when gathering and using personal
information, as set out in our data protection policy.

Categories of Visitor Information we Collect, Process, Hold and Share

We process data relating to those visiting our school (including contractors). Personal data
that we may collect, process, hold and share (where appropriate) about you includes, but not
restricted to:

e Personal information and contact details such as name, title, addresses, date of birth,
marital status, phone numbers and personal email addresses;

e Criminal records information as required by law to enable you to work with children
e.g., DBS checks;

e Information relating to your visit, e.g., your company or organisations name, arrival and
departure time, car number plate;

¢ Information about any access arrangements you may need;

e Photographs for identification purposes for the duration of your visit;
CCTV footage captured by the school.

How we Collect this Information

We may collect this information from you, the Home Office, the DBS, other professionals we
may engage (e.g., to advise us generally), our signing in system, automated monitoring of our
websites and other technical systems such as our computer networks and connections, CCTV
and access control systems, remote access systems, email and instant messaging systems,
intranet, and internet facilities.
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How we use your Information

We will only use your personal information when the law allows us to. Most commonly, we will
use your information in the following circumstances:

e Where we need to perform the contract we have entered with you;

o Where we need to comply with a legal obligation (such as health and safety legislation,
under statutory codes of practice and employment protection legislation);
Where it is needed in the public interest or for official purposes;

o Where it is necessary for our legitimate interests (or those of a third party) and your
interests, rights and freedoms do not override those interests.

¢ When you have provided us with consent to process your personal data.

We need all the categories of information in the list above primarily to allow us to perform our
contract with you, with your consent and to enable us to comply with legal obligations.

The situations in which we will process your personal information are listed below:

Ensure the safe and orderly running of the school;

To manage our workforce and those deployed on site;

Personnel management including retention

To manage internal policy and procedure;

Complying with legal obligations;

Carry out necessary administration functions to allow visitors and contractors on site;

To monitor and manage access to our systems and facilities to protect our networks

and for the purposes of safeguarding;

e To monitor and protect the security of our network and information, including
preventing unauthorised access to our computer network and communications
systems and preventing malicious software distribution;

e To answer questions from insurers in respect of any insurance policies which relate to
you;

¢ Health and safety obligations;

e Prevention and detection of fraud or other criminal offences; and

¢ Todefend the school in respect of any investigation or court proceedings and to comply

with any court or tribunal order for disclosure.

Some of the above grounds for processing will overlap and there may be several grounds
which justify our use of your personal information.

We will only use your personal information for the purposes for which we collected it, unless
we reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose.

How we use Particularly Sensitive Information

Sensitive personal information (as defined under the UK GDPR as “special category data”)
require higher levels of protection and further justification for collecting, storing, and using this
type of personal information. We may process this data in the following circumstances:

In limited circumstances, with your explicit written consent;

Where we need to carry out our legal obligations in line with our data protection policy;
Where it is needed in the public interest, such as for equal opportunities monitoring;
Where it is needed to assess your working capacity on health grounds, subject to
appropriate confidentiality safeguards. Less commonly, we may process this type of
information where it is needed in relation to legal claims or where it is necessary to
protect your interests (or someone else’s interests) and you are not capable of giving
your consent.
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Criminal Convictions

We may only use information relating to criminal convictions where the law allows us to do so.
This will usually be where it is necessary to carry out our legal obligations. We will only collect
information about criminal convictions if it is appropriate given the nature of the role and where
we are legally able to do so.

Sharing Data

We may need to share your data with third parties, including third party service providers
where required by law, where it is necessary to administer the working relationship with you
or where we have another legitimate interest in doing so. These include the following:

the Department for Education (DfE);

Ofsted;

[other schools within the Federation/Trust];

Law enforcement officials such as police, HMRC;

LADO;

Professional advisors such as lawyers and consultants;

Support services (including HR support, insurance, IT support, information security,
pensions, and payroll);

e The Local Authority; and

e DBS.

Information will be provided to those agencies securely or anonymised where possible.

The recipient of the information will be bound by confidentiality obligations, we require them
to respect the security of your data and to treat it in accordance with the law.

Retention Periods

Except as otherwise permitted or required by applicable law or regulation, the school only
retains personal data for as long as necessary to fulfil the purposes they collected it for, as
required to satisfy any legal, accounting or reporting obligations, or as necessary to resolve
disputes.

We will retain and securely destroy your personal information in accordance with our data
retention policy. This can be found within our Data Protection Palicy.

Security

We have put in place measures to protect the security of your information (i.e., against it being
accidentally lost, used, or accessed in an unauthorised way). In addition, we limit access to
your personal information to those employees, agents, contractors and other third parties who
have a business need to know. Details of these measures are available within this suite of
policies.

You can find further details of our security procedures within our Data Breach policy and our
Information Security policy, which can be found within this suite of policies.

Your Rights of Access, Correction, Erasure and Restriction

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your relationship with us.

Under certain circumstances by law, you have the right to:

e Access your personal information (commonly known as a “subject access request”).
This allows you to receive a copy of the personal information we hold about you and
to check we are lawfully processing it. You will not have to pay a fee to access your
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personal information. However, we may charge a reasonable fee if your request for
access is clearly unfounded or excessive. Alternatively, we may refuse to comply with
the request in such circumstances.

e Correction of the personal information we hold about you. This enables you to have
any inaccurate information we hold about you corrected.

e FErasure of your personal information. You can ask us to delete or remove personal
data if there is no good reason for us continuing to process it.

e Restriction of processing your personal information. You can ask us to suspend
processing personal information about you in certain circumstances, for example, if
you want us to establish its accuracy before processing it.

e To object to processing in certain circumstances (for example for direct marketing
purposes).

e To transfer your personal information to another party.

If you want to exercise any of the above rights, please contact the School Business Manager
in writing.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights).

Right to Withdraw Consent

In the limited circumstances where you may have provided your consent to the collection,
processing, and transfer of your personal information for a specific purpose, you have the right
to withdraw your consent for that specific processing at any time. To withdraw your consent,
please contact the School Business Manager. Once we have received notification that you
have withdrawn your consent, we will no longer process your information for the purpose or
purposes you originally agreed to, unless we have another legitimate basis for doing so in law.

We hope that the School Business Manager can resolve any query you raise about our use of
your information in the first instance.

We have appointed a data protection officer (DPO) to oversee compliance with data protection
and this privacy notice. If you have any questions about how we handle your personal
information which cannot be resolve by the School Business Manager, then you can contact
the DPO on the details below:

Data Protection Officer: Judicium Consulting Limited

Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Lead Contact: Craig Stilwell

How to Raise a Concern
You have the right to make a complaint at any time to the Information Commissioner’s Office,
the UK supervisory authority for data protection issues.

e Report a concern online at https://ico.org.uk/concerns/
Call 0303 123 1113

e Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9 5AF
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Privacy Notice for Alumni

Introduction

This privacy notice describes how we collect and use personal information about you as you
are an alumnus with us, in accordance with the UK General Data Protection Regulation (UK
GDPR).

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is
retained EU law and known as UK GDPR. The UK GDPR sits alongside an amended version
of the Data Protection Act 2018 that relate to general personal data processing, powers of the
Information Commissioner and sanctions and enforcement. The GDPR as it continues to apply
in the EU is known as EU GDPR.

This privacy notice applies to all alumni.

Who Collects this Information

Tetherdown Primary School is a “data controller.” This means that we are responsible for
deciding how we hold and use personal information about you.

We are required under data protection legislation to notify you of the information contained in
this privacy notice. This notice does not form part of a contract to provide services and we
may update this notice at any time.

It is important that you read this notice, with any other policies mentioned within this privacy
notice, so you understand how we are processing your information and the procedures we
take to protect your personal data.

Data Protection Principles

We will comply with the data protection principles when gathering and using personal
information, as set out in our data protection policy.

Categories of Alumnus Information we Collect, Process, Hold and Share

We process data relating to alumni. Personal data that we may collect, process, hold and
share (where appropriate) about you includes, but not restricted to:

e Contact information such as name, address, email address, contact numbers;

o Historical records of your time in school, including records of your achievements and
interests, photos and videos;

¢ Records of contributions you have made to the school since leaving, such as your
time, expertise, or financial contribution;

e Records of how you have engaged with our alumni network, including emails you
have opened, events attended, mailing lists you have signed up to and other
interactions;

o Bank detalils;

¢ Records associated with Gift Aid claims on donations;

e Records of your consents and contact preferences;

e Information required to manage your attendance at alumni events, including access
arrangements and dietary requirements which may include health conditions; and

e CCTV footage when attending our school site.
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How we Collect this Information

We may collect this information from you in a number of different ways. The main data
collection will be by our registration form, but we may also collect data through our signing in
system, our websites and other technical systems such as our computer networks and
connections, CCTV and access control systems, remote access systems, email and instant
messaging systems, intranet and internet facilities.

How we use your Information

We will only use your personal information when the law allows us to. Most commonly, we will
use your information in the following circumstances:

¢ Where we need to comply with a legal obligation (such as health and safety legislation,
under statutory codes of practice and employment protection legislation);

o Where it is necessary for our legitimate interests (or those of a third party) and your
interests, rights and freedoms do not override those interests.

¢ When you have provided us with consent to process your personal data.

We need all the categories of information in the list above primarily to allow us to perform our
contract with you, with your consent and to enable us to comply with legal obligations.

The situations in which we will process your personal information are listed below:

e Alumnus management including retention;

e Complying with legal obligations;

e Carry out necessary administration functions;

¢ Health and safety obligations;

e Prevention and detection of fraud or other criminal offences;

o To defend the School in respect of any investigation or court proceedings and to
comply with any court or tribunal order for disclosure;

e Help us build a community around our school;

o Offer enrichment and career development opportunities to current students;

¢ Raise money so that we can continue to improve the experience students get from
school;

¢ Notify you of alumni events you may be interested in;

e Keep you up to date with school news;

e Help us promote our school;

e Maintain a record of visitors to our school; and

e Tailor the communications we send to you, to ensure they are appropriate and
relevant.

Some of the above grounds for processing will overlap and there may be several grounds
which justify our use of your personal information.

We will only use your personal information for the purposes for which we collected it, unless
we reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose.

How we use Particularly Sensitive Information

Sensitive personal information (as defined under the UK GDPR as “special category data”)
require higher levels of protection and further justification for collecting, storing and using this
type of personal information. We may process this data in the following circumstances:
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¢ In limited circumstances, with your explicit written consent;

e Where we need to carry out our legal obligations in line with our data protection policy;

o For legitimate interests;

e Where it is needed to assess your working capacity on health grounds, subject to
appropriate confidentiality safeguards. Less commonly, we may process this type of
information where it is needed in relation to legal claims or where it is necessary to
protect your interests (or someone else’s interests) and you are not capable of giving
your consent.

Sharing Data

We may need to share your data with third parties, including third party service providers
where required by law, where it is necessary to administer the working relationship with you
or where we have another legitimate interest in doing so. These include the following:

e [other schools within the Federation/Trust];

e Professional advisors such as lawyers and consultants;

e The School finance/accounting teams; and

e Support services (including insurance, IT support and information security).

Information will be provided to those agencies securely or anonymised where possible.

The recipient of the information will be bound by confidentiality obligations, we require them
to respect the security of your data and to treat it in accordance with the law.

Retention Periods

Except as otherwise permitted or required by applicable law or regulation, the School only
retains personal data for as long as necessary to fulfil the purposes they collected it for, as
required to satisfy any legal, accounting or reporting obligations, or as necessary to resolve
disputes. We will retain your data for as long as you remain a member of our alumni and up
to a year afterwards (or longer if the law requires us to, e.g. for financial records).

Security

We have put in place measures to protect the security of your information (i.e., against it being
accidentally lost, used, or accessed in an unauthorised way). In addition, we limit access to
your personal information to those employees, agents, contractors and other third parties who
have a business need to know. Details of these measures are available within this suite of
policies.

You can find further details of our security procedures within our Data Breach policy and our
Information Security policy, which can be found within this suite of policies.

Your Rights of Access, Correction, Erasure and Restriction

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your relationship with us.

Under certain circumstances by law you have the right to:

e Access your personal information (commonly known as a “subject access request”).
This allows you to receive a copy of the personal information we hold about you and
to check we are lawfully processing it. You will not have to pay a fee to access your
personal information. However, we may charge a reasonable fee if your request for
access is clearly unfounded or excessive. Alternatively, we may refuse to comply with
the request in such circumstances.
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e Correction of the personal information we hold about you. This enables you to have
any inaccurate information we hold about you corrected.

e FErasure of your personal information. You can ask us to delete or remove personal
data if there is no good reason for us continuing to process it.

e Restriction of processing your personal information. You can ask us to suspend
processing personal information about you in certain circumstances, for example, if
you want us to establish its accuracy before processing it.

e To object to processing in certain circumstances (for example for direct marketing
purposes).

e To transfer your personal information to another party.

If you want to exercise any of the above rights, please contact the School Business Manager
in writing.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights).

Right to Withdraw Consent

In the circumstances where you may have provided your consent to the collection, processing,
and transfer of your personal information for a specific purpose, you have the right to withdraw
your consent for that specific processing at any time. To withdraw your consent, please contact
the Pupil and Parent Link. Once we have received notification that you have withdrawn your
consent, we will no longer process your information for the purpose or purposes you originally
agreed to, unless we have another legitimate basis for doing so in law.

We hope that the Pupil and Parent Link can resolve any query you raise about our use of your
information in the first instance.

We have appointed a data protection officer (DPO) to oversee compliance with data protection
and this privacy notice. If you have any questions about how we handle your personal
information which cannot be resolved by the Pupil and Parent Link, then you can contact the
DPO on the details below:

Data Protection Officer: Judicium Consulting Limited

Address: 72 Cannon Street, London, EC4N 6AE
Email: dataservices@judicium.com

Web: www.judiciumeducation.co.uk

Lead Contact: Craig Stilwell

How to Raise a Concern

You have the right to make a complaint at any time to the Information Commissioner’s Office,
the UK supervisory authority for data protection issues.

o Report a concern online at https://ico.org.uk/concerns/

e Call0303 1231113

e Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9 5AF
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